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        Series Foreword

      
      The MIT Press Essential Knowledge series offers accessible, concise, beautifully produced pocket-size books on topics of current interest. Written by leading thinkers, the books in this series deliver expert overviews of subjects that range from the cultural and the historical to the scientific and the technical.

      In today’s era of instant information gratification, we have ready access to opinions, rationalizations, and superficial descriptions. Much harder to come by is the foundational knowledge that informs a principled understanding of the world. Essential Knowledge books fill that need. Synthesizing specialized subject matter for nonspecialists and engaging critical topics through fundamentals, each of these compact volumes offers readers a point of access to complex ideas.

    
  
    
      
        INTRODUCTION

      
      My goals are modest: to introduce you to the secret world of espionage so that you have a better understanding of what it is, what role it plays in international politics, and how it is carried out by people and technology in historical perspective. This is not a book about how to become a spy. But after reading about real spies and the methods they used, you will better understand who spies are, why they spy, how they spy, and how they have been viewed in various societies. This book concentrates on the craft of espionage while using historical examples to illustrate how espionage was used in actual operations.

      How important is espionage in international affairs and war? Every reader will come away with their own impression of its value. At the end of the last chapter, I raise some questions about the size of the contemporary enterprise and whether the game is worth the candle.

      Espionage is among the oldest of human activities. It has been called the world’s second-oldest profession, following prostitution.1 But espionage did not really become a profession until the early twentieth century with the emergence of intelligence agencies. Spying, of course, because of its association with human activity since time immemorial, does have a long secret history, one marked by betrayal and deception. This small book reveals and distills the essential features of espionage in historical perspective. It is thematically organized rather than chronologically, selective rather than comprehensive.

      A number of themes and issues run through the text. I contend that the practice of espionage mirrors human society, with the added cloak of secrecy and deception. Therefore, it is not surprising that spying extends back to ancient societies, even if it was not institutionalized into bureaucracies until the twentieth century. Factors that motivate ordinary people to become spies—like money, ideology, and ego—motivate people in general. But not everyone with human weaknesses and foibles becomes a spy. Similarly, duplicity and betrayal, two key features of espionage, exist in society, but they are magnified and more frequent in the world of espionage. Just as marital infidelity is betrayal, so also is spying against one’s country. The main difference is that spies are professional betrayers.

      The theme of betrayal has entered some of the more sophisticated spy novels of the twentieth century, like those of John Le Carré. Le Carré often took real-life spy cases and fictionalized them, but the public at large has often taken such works of spy fiction as fact. Their image of the spy and the secret world of espionage is often formed by fictionalized spies like James Bond, Jason Bourne, or those in Le Carré’s novels. Therefore, the dialectic between image and reality or the duality of fact and fiction is an ever-present theme.

      
        The practice of espionage mirrors human society, with the added cloak of secrecy.

      

      Two features distinguish my little book from other, longer, surveys of espionage. First, although several general histories of espionage have been written (see the notes and further reading sections at the end of this book), there is no concise introduction to its anatomy and history. Second, I include discussions of technology as a tool of espionage and a type of espionage. It is surprising how often industrial espionage is excluded from general surveys of the history of espionage as a discrete topic, even if the role of espionage in the Cold War arms race to develop nuclear weapons is included. Industrial and atomic espionage are as important as diplomatic and military intelligence and deserve a chapter of their own.

      Similarly, espionage has traditionally been understood to be about human spies, but since the beginning of the twentieth century technology has increasingly become a substitute for the collection of secret information by humans. Technological sophistication changed the tools of the trade for gathering and communicating secrets. This is also a mirror of society: agile spy agencies will adapt to changing times. Just as the world increasingly turned to the internet and computers in the late twentieth and early twenty-first centuries, so too was there an increase in cyber-spies and cyber-spying.

      Along with increasing technologization of espionage came increasing professionalization, which produced the spy bureaucracies of the twentieth and twenty-first centuries. Historically, spy bureaucracies have expanded in response to crises like the attacks on Pearl Harbor and the World Trade Center in the United States. The mega-bureaucracies, mushrooming budgets, and sprawling buildings that sprouted in post-9/11 America are unprecedented, and it is not clear how or if they will shrink in size.

    
  
    
      
        1

         What Is Espionage?

      
      Put simply, espionage is stealing secrets using a spy. Those secrets usually come from foreign countries if a government or intelligence agency is involved. As the British Secret Intelligence Service (SIS) officer turned KGB spy (Komitet Gosudarstvennoy Bezopasnosti, which translates to “Committee for State Security” in English) Kim Philby put it, the SIS’s job was “to collect secret information from foreign countries by illegal means.”1 But espionage can also occur outside the government or domestically, most notably in industrial espionage, in which companies collect secret or proprietary information from other companies. Whether state sponsored or commercial, the focus of espionage is on the collection of secret information by human agents or technical spies. Espionage is a subset of the larger subject of intelligence; it does not include covert action (military operations intended to exert direct but secret influence over other entities). So, what’s the difference?

      Intelligence is the entire apparatus, covering the collection, processing, analysis, compilation, and dissemination of information for policy makers. The ultimate goal of intelligence is to protect national security. US intelligence agencies have developed a five-stage intelligence cycle to illustrate the process, but all intelligence agencies use the same principles. The “collection” category encompasses both espionage and the gathering of freely available information from newspapers, broadcasts, and other media. Those engaged in espionage generally collect secret information.

      
        [image: ]

        
          Figure 1 The US intelligence cycle is a five-step process. Espionage is a part of intelligence and fits in the collection category.

        
      
      
        Put simply, espionage is stealing secrets using a spy.

      

      In contrast to intelligence or espionage, the goal of covert action is not to collect and analyze information but rather to secretly manipulate political, economic, or military activities in a foreign country. This goal would include the illegal activity of assassinating a foreign leader to install one more acceptable to the intervening power. The US Central Intelligence Agency (CIA) is well known for its covert actions, including the Iranian coup in 1953, the Bay of Pigs invasion of Cuba in 1961, and the support of the Polish Solidarity movement in the 1970s and 1980s.

      
        “Playing the Spy” and Catching the Spy

        The Oxford English Dictionary defines espionage, in a rather captivating way, as “the practice of playing the spy, or of employing spies.”2 In a sense, spies are acting; they are playing a role or pretending to be someone else. The spy is at the heart of espionage, but historically the spy was often a shady figure, someone with a stigma attached to him (or, less visibly, her). Montesquieu quipped in The Spirit of Law that “espionage would perhaps be tolerable if it could be carried out by decent people.”3

        Spy is a very general word. People joke that they have their spies—friends or private sources of information. Although the word spy is not used much among intelligence professionals, in espionage a spy is usually someone recruited or hired to obtain secret information related to military, diplomatic, or industrial secrets of an enemy or rival. Spies can also watch or observe someone else. But some people use spy to include any person involved in the spiderweb that makes up the whole enterprise of espionage, including the all-important couriers and others involved in communicating secrets. In this book, spy and agent are used interchangeably to refer to someone who collects secret information.

        With espionage comes counter-espionage. People who work for counter-espionage are colloquially known as “spy catchers.” MAD magazine’s Spy vs. Spy image of two dueling spies—one dressed in white, the other in black—in wide-brimmed witches’ hats, cloaks, and beaked faces, became the public image of the spy game during the Cold War. The cartoon captured the black-and-white dualities of the Cold War: communism versus capitalism and good versus evil.

        Modern intelligence organizations and investigative bureaucracies, such as the domestic agencies MI5 in Britain and the Federal Bureau of Investigation (FBI) in the United States, erect large departments devoted to catching spies. Significant resources are devoted to discovering those who betray their own country and the agencies themselves—the insider spies. Despite examples of some serious operational blunders by spies leading to their unmasking, the clever ones can be hard to catch. One common method is to intercept their communications.
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            Figure 2 MAD magazine’s Spy vs. Spy Cartoon became the public image of the spy game during the Cold War.

          
        
        Since the early modern period, the British have been especially adept at catching spies by intercepting communications. By World War I, every colonial outpost of the empire had a censorship office. A particularly successful censorship operation was located in Hamilton, Bermuda, at the pink Princess Hotel during World War II. British Imperial Censorship’s Science and Technology invisible spy catchers there intercepted sixty-three agent communications during the first half of 1942 alone, leading to twenty-seven convictions.4

        The other common method to catch a lot of spies—often easier and more effective than monitoring communications—is a bit of a dirty secret: identifying spies via someone who already knows who they are. Spy catchers simply need to debrief a defector or plant a mole in an enemy spy agency. Defectors—usually intelligence officers from a foreign country—establish their bona fides by providing the country to which they are defecting the names of agents working for them and against the host country. During the Cold War, hundreds of Soviet and East Bloc intelligence officers defected to the West and spilled the beans, leading to many arrests. Conversely, several American officers turned traitor, such as Aldrich Ames, who spied for the Soviet Union, brought at least ten CIA agents to their deaths by betraying them to the KGB.

      
      
        The Spy and the Case Officer

        One of the biggest misunderstandings among the general public and the media is to call anyone who works for an intelligence organization an agent, but in the world of espionage agent is a more specific term. An agent, or source, is a person who collects secret information for a spy agency. (Recently the CIA has begun calling its agents “assets,” which, with the financial connotations of the term, reinforces the CIA’s reputation for relying on large amounts of money to recruit agents.) A case officer, on the other hand, is a direct employee of an intelligence agency who recruits and “runs” or “handles” agents. An agent is usually not a direct employee of an intelligence agency, but is paid a spy salary or is reimbursed for travel by the case officer, or handler. This distinction is important because the relationship between an agent and a case officer is at the heart of espionage.

        A strong bond often develops between a case officer and an agent. After all, the agent may be risking imprisonment or even death for betraying their country or committing treason. The case officer is often the only person in the agent’s family or circle of friends who knows about their secret life. As a result, for some agents the officer becomes a father confessor, a psychologist, a confidant, or a close friend. Ideally, the case officer aims to build trust with the agent to motivate the agent and to continue the relationship. As in other interpersonal relationships, good rapport is essential. Humans crave trust, but sometimes the spy association ends in betrayal.

        Christopher Felix, a former US intelligence officer who knows something about this subject and offered a “short course” on espionage, thinks it is imperative that the case officer “dominate” the agent. “In its theoretical ideal form,” he writes, “the case officer would be the master and the agent servant.” Felix concedes, however, that “no human relationship attains such barren simplicity.” The military chain of command may come closest, with the superior officer instructing subordinates, but in the shadowy spy world where the officer is usually not present, “the agent is a free agent.”5 This term does not mean the CIA has never tried to control its agents. As we will see in chapters to come, using the magic of science and technology, the CIA conducted controversial mind control experiments using LSD and hypnosis, among other methods, on unwitting subjects. The goal was to make the agent do their bidding, even if it meant jumping off a cliff.

        
          The relationship between an agent and a case officer is at the heart of espionage. For some agents the officer becomes a father confessor, a psychologist, a confidant, or a close friend.

        

        Other countries use different terms, but the relationship between agent and handler is similar. In Germany, for example, the case officer is called a Führungsoffizier, adding the connotation of someone being led (Führung = leading). In the Soviet Union and other East Bloc countries during the Cold War, the case officer could simply be called an intelligence officer and the sources could be called agents, confidential contacts, unofficial staff members, or official contacts, or just be people who did not know they were dealing with an intelligence officer. In East Germany agents were often called “Scouts (Kundschafter) for Peace,” providing a purposeful positive spin to the job.

        In East Bloc spy agencies, many meetings were devoted to ideological pep talks with the aim of forestalling the possibility that an agent living in the West, for example, would start to embrace capitalism. It is dangerous for an agent and case officer to meet too often, however, as it increases the risk of exposure. As a result, some spy agencies use “cut-outs,” or intermediaries, for meeting with agents or to pass on clandestine communication tools or money.

        A spy master, another term bandied about, refers to larger-than-life heads of intelligence agencies, such as Markus Wolf, head of the Hauptverwaltung Aufklärung (HVA), the foreign intelligence arm of the East German Ministry for State Security, or Allen Dulles, the longtime CIA chief (1953–1961) during its early years. A spy master can also be an extraordinary agent handler.

      
      
        Military and Diplomatic Espionage

        Most ancient civilizations, including those in Egypt, China, India, Rome, and Greece, recognized that spying was an important tool for politics and war. The Bible contains archetypal spy stories that have recurred in other guises throughout history. But it was the ancient Chinese civilization several thousands of years ago that first codified in writing that spies were at the heart of secret operations and that espionage played a central role in war. As we will see in chapter 2, General Sun-Tzu (544–496 BCE) described types of spies in The Art of War and set forth the maxim that foreknowledge of enemy plans brought victory on the battlefield. In fact, throughout history espionage tended to become important in times of war or civil war when foreknowledge was crucial.

        Before the twentieth century, permanent government spy agencies that continued operations even in peacetime did not exist. Instead, governments relied on the reports of advisers to the ruler (whether that was a monarch, prime minister, or president), paid informants, and diplomats. The early history of spies was intertwined with military history and, by the early modern period, with diplomatic history.

        It was not until the European Renaissance that diplomacy and intelligence gathering began overlapping and became sometimes indistinguishable. Italy assigned resident ambassadors to each city-state, a practice that spread to all Europe; they were expected to acquire secrets through espionage in addition to representing their governments. As a result, there was an increase in the recruitment of spies. In England, Sir Francis Walsingham, the Secretary of State (from 1573 to the time of his death in 1590), served as both Foreign Secretary and spy master for Queen Elizabeth I.6 This practice also led to the establishment of embassies abroad, bases from which diplomats and spies (or diplomat spies) could ply their trade.

        Espionage was also important for conducting diplomacy. Despite its centrality, intelligence has been called the “missing dimension” in diplomatic history.7 Secrecy restrictions partly explain its absence. Leaders and rulers wanted to keep their spies secret both to preserve the spy’s life and to protect the reputation of the leader who could take credit for the fruits of the spy’s work. The other reason espionage has been overlooked in diplomatic history is that the subject was considered “airport reading.” Since espionage was featured in widely known thriller paperbacks, it was not considered to be a serious part of history. This perception began to change in the 1980s. Intelligence studies have now gained traction in the hallowed halls of academia, with a proliferation of journals, conferences, and university departments.

        Espionage and spies were often written out of military history as well. In some cases, the identities of crucial spies were only uncovered decades or even centuries after the events in which they were involved. One prominent example is the role of espionage in the American Revolutionary War and the identity of George Washington’s most important spies in the Culper Ring. Until the late twentieth century, it appeared as though espionage and intelligence played a limited role in America’s struggle for independence, at least according to standard history books. Captain Nathan Hale and Major John André were hanged, and Benedict Arnold, whose name became synonymous with traitor, defected to the British. But these setbacks led Washington, who valued military information, and Major Benjamin Tallmadge, his intelligence chief, to develop a secure spy ring under the strictest of secrecy. The two main spies were given the cover names Samuel Culper Jr. and Samuel Culper Sr. Their identities were so secret that it was not until 1930 (about 150 years after they were recruited) that a Long Island collector of Long Island historical material, and historian, found evidence linking the identity of Samuel Culper Jr. to an obscure merchant, Robert Townsend, and that of Samuel Culper Sr. to Abraham Woodhull, a trusted friend of Tallmadge. Both spies disguised their communications and movements by using invisible ink developed by James Jay, the brother of founding father John Jay.8

        Despite their omission from history, the Culper spy ring helped the United States win the Revolutionary War by providing military information from New York City, a British stronghold: this included information on British troop movements, naval maneuvers, fortifications, and plans. One of their biggest achievements was to inform George Washington in 1780 that the British planned to ambush the newly arrived French army in Rhode Island, which would have upended the strong Franco-American alliance.9

        Across the Atlantic Ocean, at the beginning of the next century, Napoleon Bonaparte also recognized the importance of intelligence in warfare, but he did not like the character of spies. He used them and paid them handsomely, but refused to honor them publicly. Karl Schulmeister, a double agent, was considered his super spy because he helped Napoleon win the war against Austria in 1805. Schulmeister, a smuggler, was an Alsatian and therefore knew French and German. While in France, Schulmeister was heard supporting the Austrian cause, but this turned out to be a ruse. He fled to Austria posing as a disgruntled nobleman and told General Marshal Mack that he would tell him everything he knew about the French army. Instead, he told Napoleon everything he knew about the Austrian army, which enabled Napoleon to win the battle of Austerlitz in 1805 and conquer Austria. Despite Schulmeister’s contributions, Napoleon refused to honor him with the Legion of Honor.10 Napoleon famously claimed that gold was the only suitable reward for a spy. Because of his generous spy salary, Schulmeister became quite rich. He built an enormous mansion in Alsace, but the Austrians got their revenge years later and destroyed it with a battalion of armed soldiers.11

        Emperor Napoleon also relied on an army of secret police informants to apprise him of every aspect of life that could threaten his empire and of domestic plots against his autocratic rule. The feared chief of secret police, Joseph Fouché, created a police state that included an all-encompassing network of informants and internal spies. The exact number of informants is unknown, but scholars estimate there may have been 10,000 in Paris alone. Fouché drew on information supplied by informants from all walks of life to write his daily reports to Napoleon. Aristocratic returning emigrés, toll-takers, customs agents, passport control agents, servants of the rich, the netherworld of gaming houses and bordellos, organized crime, prisons, and even the Emperor’s wife were among his sources.12

        Napoleon’s founding of separate internal security and foreign intelligence collection outfits mirrored developments in several other major powers. In Prussia, however, Wilhelm Stieber created both internal security and foreign military intelligence arms but retained tight control over both Prussian military intelligence and the Prussian secret police.

        The Saxon Stieber, who trained as a lawyer, has gone down in history as the “Father of Prussian Spies,” “Godfather of the Secret Police,” “Otto von Bismarck’s master spy,” and the “King of the Sleuth Hounds.” Others have called him “a twofaced, lying, treacherous, double dealing, amoral, duplicitous, conniving bastard”—all effective traits for a spy chief. He started his career as head of the Berlin Criminal Police. It was widely rumored that he had placed 40,000 spies in France.13 Whatever the exaggerations and myths surrounding this spy master, there is no doubt that he developed a highly organized system of mass espionage. Instead of using a small group of well-placed spies, he saturated the target area with agents.

        Soon after meeting Stieber, Otto von Bismarck, then Minister President and Foreign Minister of Prussia, named him head of the field security police and requested complete topographic information before he planned to invade Austria. Stieber disguised himself as a peddler and traveled through Austria and Bohemia with a horse and cart selling cheap religious trinkets to villagers and pornography to soldiers. When he returned to Berlin, he provided Bismarck and Helmuth von Moltke, his Chief of the General Staff, with detailed reports that they used for their invasion. Bismarck owed Prussia’s 1866 victory, in part, to Stieber’s detailed and helpful intelligence. Bismarck began to respect Stieber despite the supposedly immoral character traits of spies. This success earned him the position of head of the Central Intelligence Bureau.

        Stieber’s reputation for mass espionage was based primarily on his extensive preparations for Bismarck’s planned attack on France in 1870. Espionage played a big role in winning the Franco-Prussian War, which accelerated the process of German unification and Bismarck’s appointment as Chancellor of the German Empire The story went around that a lot of people came to the hated Stieber’s funeral in 1892 because they wanted to make sure he was dead.14

      
      
        Women in Espionage

        Until recently, men have, for the most part, controlled the narrative of espionage and its history. Most of the spies and spy masters chronicled before the twentieth century were men, and all general surveys on history of intelligence or espionage have been written by men. Women have been largely invisible, dismissed, sexualized, or not part of the story. If they appeared in narratives of historical events at all, it was usually in supporting roles as couriers or communicators. Some early histories of espionage disparaged women in intelligence, describing them as unfit to be good agents. A blatantly sexist example is Hamil Grant’s description in his 1915 survey of espionage, Spies and Secret Services: The Story of Espionage, Its Main Systems and Chief Exponents. He based his knowledge on “higher authorities on the arts of espionage” and wrote that women “are rarely effective or satisfactory agents” because of their romantic sentiments.15 The Mata Hari image of the spy-seductress dominated the narrative.

        More recently, historians have described the important role of women in World War I and World War II. Thousands of women were brought in to work on espionage efforts ranging from cryptography to courier work. According to scholar Tammy Proctor in her pathbreaking work on women spies in World War I, between the creation of the British Secret Service in 1909 and the end of World War I, more than 6,000 women served as members of the British intelligence community—although they still could not vote—only to be discarded when the war was over.16 During World War II, the British also mobilized women in the espionage wars, but again let them go after the conflict was over. Although the number of women active in World War II has not yet been documented, some prominent and important women including Odette Sansom, Vera Atkins, Noor Inayat Khan, and Virginia Hall have been profiled in recent books and articles.

      
      
        Women Spies in the US Civil War

        One early exception to the prevailing narrative of espionage as a man’s world was the visible role of dozens of women spies during the US Civil War (1861–1865). The advantage of woman agents was that people underestimated their abilities and neither side executed them. (There were some invisible women spies during the early modern period but they did not become known during their own time, with the exception of Aphra Behn, who was also a playwright.)

        Some of the more famous Civil War spies included Elizabeth van Lew, also known as Crazy Bet, a wealthy single woman in her forties who lived in Richmond, Virginia and was a Northern sympathizer and abolitionist. She disguised her activities for the Union behind the façade of being mentally ill. Aside from running escape lines for Union soldiers, her greatest coup was to insert Mary Elizabeth Bowser, a woman formerly enslaved by van Lew’s family, into Confederate president Jefferson Davis’s household. Not only could Bowser read and write, but she had a photographic memory, making it easy to convey accurate military information back to van Lew and the Union.17

        On the Confederate side, Rose O’Neale Greenhow, a widow in her forties, was an active socialite in the Washington, DC area. In her affairs with Northern politicians she was able to gather valuable intelligence that led to the Confederate victory at the Battle of Bull Run. But she was arrested soon after by Allan Pinkerton, of Pinkerton Detective Agency fame, whom Abraham Lincoln had hired to serve as head of the secret service. Once released, she left for England to promote the Confederate cause. While there she wrote her memoirs and lectured in Britain and France. She reportedly drowned off the coast of North Carolina on October 1, 1864, after attempting to return to the United States on a blockade-runner ship. Investigators found a cipher on her body.18

        Belle Boyd, a courier and spy for the Confederate army, seduced men on both sides. She also left for England at the behest of Confederates. The boat she was on was intercepted by the Union army, but a Union officer fell in love with her and brought her to London where they married. He died soon after, when she was barely twenty. She worked in theater in London and later also wrote her memoirs.19

      
      
        Gabriele Gast

        By the Cold War, the role of women spies out in the field had not changed much, although stories about honeytraps made headline news. In 1968 Gabriele Gast was a twenty-five-year-old student at the University of Aachen working on her dissertation on the political role of women in the German Democratic Republic (GDR) under the direction of Klaus Mehnert, a prominent West German political scientist and expert on the Soviet Union. As part of her research, she needed to travel to the eastern part of then-divided Germany. Gast, who grew up in a conservative Catholic household, was still a card-carrying member of the CDU, the mainstream center-right party. In the summer of 1968 Gast arranged travel to the East by contacting relatives who helped organize the trip and let her stay with them. Unbeknown to Gast, the local Ministry for State Security (MfS) office had also been planning for her visit.

        Gast made her first research trip to Karl-Marx-Stadt in communist East Germany to interview members of the Democratic Women’s League of Germany. She was quite surprised when a man who introduced himself as Gerhard Müller, a representative of the East German Trade Union, was also present at her first meeting with the women. Because he seemed knowledgeable, she did not object. What she did not know was that he was sent by the MfS foreign intelligence (HVA) operational group for foreigners, where he also worked. Müller had brought another HVA colleague, thirty-four-year-old Karl-Heinz Schneider, who used the cover name Karl-Heinz Schmitt and was an officer on a special mission (Offiziere im besonderen Einsatz). He was also a car mechanic. He was present at the meeting supposedly because he was driving Müller to Dresden.

        At the meeting, Gast heard that the two men were taking a side trip to Dresden for the day and she asked if she could tag along; she was interested in seeing the fabled city. They obliged. Upon their return to Karl-Marx-Stadt, she treated both her new friends to drinks at the Kosmos Bar to thank them for the ride. Over a glass of wine, Karl-Heinz and Gast got to know each other better and made a date to meet again.20

        A few months later, Gast returned to Karl-Marx-Stadt for a research trip and to see Karl-Heinz, who she now called Karliszek. They began a sexual relationship. When she visited again later that summer, she stayed at his apartment, or so she thought. It was really an MfS safe house he used when he traveled to the city. Gast was still unaware of her lover’s secret service job. Long after, Karl-Heinz claimed that he did not start an intimate relationship with Gast on the orders of the MfS. He felt obligated, however, to tell a boss, who was a friend, the acting head of the department, about his new relationship, especially because he used a safe house. His boss suggested that they try to involve Gast, and told him “let’s see” if we can get her “firmly tied into” spy activity.21

        The lovers realized that Gast could not continue to make such regular visits to the East. Karliszek arranged a meeting for both of them with a “friend” in the East Berlin hotel Unter den Linden. There, Karl-Heinz confessed that both he and the friend actually worked for the Ministry for State Security (MfS). They had thought she was sent as a spy from the West. To remove this suspicion, the two MfS men asked her to help them out by providing information on classmates or anyone serving in the army. Although Gast was just a student and thought she did not have useful information, she agreed to do so to keep seeing her boyfriend.

        Gast had crossed the Rubicon. She was given the code name Gisela, a false passport, and a handbag outfitted with a secret compartment, and she was trained in secret communication methods. Once back in Aachen she tuned in to her shortwave radio every Tuesday night to receive messages from Karl-Heinz—instructions interspersed with love notes. She also received a silk scarf impregnated with invisible ink. She started traveling to East Berlin every three months.

        Karl-Heinz proposed to Gast in 1970 and they became engaged, celebrating in a Stasi safe house. The only other guest was a friend of Karl-Heinz’s, also in the Stasi. The head of the local Stasi office provided a taped greeting. After Gast completed her PhD in 1972, she got a job at a Munich research institute for security and international collaboration. After the institute closed in 1973, she moved to an even better position: a job at West Germany’s intelligence agency, the Bundesnachrichtendienst (BND) in Pullach. She was now Dr. Gabriele Leinfelder at the BND. Gast soon became an intelligence analyst for the Soviet Union and East Bloc and rose quickly through the ranks. Although her feelings toward Karl-Heinz had cooled, she continued to spy. The pair continued to meet in vacation locales in Italy and Austria and combine intelligence meetings with romance.

        The ultimate resort meeting came in 1975, when Gast met the mythic spy master Markus Wolf, who led East German foreign intelligence for thirty-four years. Wolf joined the couple at Rabac, a seaside resort in Yugoslavia. It was hardly surprising that Wolf would want to meet this remarkable agent. After all, she was now an analyst at the HVA’s main adversary intelligence agency, the BND. What a coup! She was what the HVA called a Spitzen-Agent: a top agent planted in a target institution.

        Wolf and Gast liked each other. During the seven meetings they had during her career as a spy they talked endlessly about politics. They developed a friendly relationship. Wolf was not an in-your-face hardline Communist. He was an urbane, down-to-earth person who even cooked Russian pelmeni sometimes at holiday resorts. Wolf thought Gast’s work for them was “flawless” and gave them an “accurate picture” of the West’s perception of the East Bloc. In short, he found her to be “a brilliant analyst.”22 She brought reams of secret and top-secret material straight out of Pullach headquarters. As a high-ranking analyst she had access to all information obtained secretly. For one year she worked directly with the federal chancellor’s office. For Wolf it was like looking over the chancellor’s shoulder. By the end of the Cold War, Gast had risen to the post of director of the evaluation department.

        By 1980 things had changed. She adopted her sister’s child, who had cerebral palsy. Marriage plans were put on hold; then Gast told Karl-Heinz she no longer wanted to remain in their sexual relationship, although their friendship continued.

        Gast has sometimes been portrayed as a victim of Markus Wolf’s so-called Romeo spies—men who seduced women to convince them to spy for the East. Although in Gast’s case officer Karl-Heinz did have a sexual relationship with her, it does not appear that he was told to seduce her before they met, although he was apparently encouraged to continue the relationship after he revealed it to his superiors. Gast, for her part, denied that she was a Romeo victim, instead describing her motives as political conviction. She also never took any money and even paid for her trips back and forth out of her own pocket.

        No one at the BND suspected that Dr. Gabriele Leinfelder was a spy for the other side. But then the Berlin Wall fell in 1989. Although the foreign intelligence arm was allowed to destroy most of its files containing sensitive information about their secret agents, this did not stop officers from talking. Gast was unlucky. A defector passed her name on to West German counterintelligence. She was put on trial and received a sentence of six years and nine months (but was released in 1994 after serving four years)—quite harsh by German standards, that land of spies, but compared to American sentences, it was very short.

        When her colleagues at the BND heard that she was Markus Wolf’s “best spy,” they felt betrayed and utterly shaken. In her memoirs Gast imagined the scene at work the day after her arrest in 1990: “Have you heard? Mrs. Dr. Leinfelder! No, no way. We would never have imagined. I am shocked.”23 Her colleagues thought she was too prim and proper for that. They admired her intellect and thought she embodied the image of a serious analyst who was devoted to West German politics. She certainly did not fit into the sexualized image of a woman spy from popular culture. Although she was considered attractive, she rarely wore make-up, had simple, short hair, and wore unfashionable glasses.24

        The unglamorous, inconspicuous person who blends in with the rest of the crowd has always been the perfect spy and cover. The case of the conspicuous US civil war spies was not typical. Gast was far from an ordinary spy. It was unusual for a woman to work for the BND; the HVA also had very few women agents working for them. After all, espionage was still a man’s world.

        Even if Gast was extraordinary because of her access and position and unusual because she was a top woman spy, her story illustrates many features of espionage. From her recruitment to her unmasking, it was a typical spy case. She stole documents from her citizenship country and passed them on to a foreign power, using secret communication methods to do so. She betrayed her country, but then felt the poison of betrayal herself when she learned the real last name and birthday of her fiancé after she was caught: Karl Heinz Schneider, born December 24, 1934—not Karl Heinz Schmitt, born November 24.

        The chapters ahead flesh out many of the topics broached here. Read on for more about spies’ motivations, types of spies, spycraft and secret communication, industrial espionage, techno-spies, and the spy bureaucracy. But remember that however much is involved in building a network of spies and conducting espionage, the results are really only one aspect of forces at work in politics or commercial actions. In war, intelligence is often seen as a “force multiplier” to existing information and other tactics. The eminent military historian John Keegan argues that intelligence is a factor leading to victory in wartime, but brute force wins battles. Victory, he writes, is “bought with blood rather than brains.”25 In short, intelligence is only one of many factors—although it is an important and sometimes crucial factor—that help nations or companies achieve their goals.

      
    
  
    
      
        2

        The Spy

      
      When Ian Fleming, the creator of James Bond, the most famous secret agent of all time, was asked about the inspiration for his fictional character, he replied, “James Bond is just a piece of nonsense I dreamed up. He’s not a Sidney Reilly, you know.”1 Although Bond may be “a piece of nonsense,” many people’s conception of a real spy is colored by the fictional character. This is not surprising, given the estimate that over half the world’s population has seen at least one Bond movie.2

      Aside from the scenes of fast-paced car chases, exotic locales, an endless supply of women, outlandish gadgets, shaken not stirred martinis, and torture by the enemy, there is a less obvious reason Bond is not even a spy in the strict sense of the word: he usually does not steal or obtain the secrets of a foreign power or provide his own country’s secrets to foreign powers.

      The fact that the fictional secret agent Bond is not even a spy should not disappoint the reader because real-life spies who steal the secrets of foreign powers, or betray their own country, are even more fascinating than fiction. Fleming’s quip underscores the fact that a real-life spy, Sidney Reilly, often considered one of the models for James Bond, was important and interesting in his own right. The British called him the “Ace of Spies” and he made headlines in the 1920s as the “greatest spy in history,” although it is not clear if he was as important as some claimed. Born in Odessa, Ukraine, as Sigmund Rosenblum, Reilly became a businessman and British secret agent. Like James Bond, he was flamboyant, a womanizer (and twice a bigamist), a gambler, and a charmer.3

      James Bond also represented a glamorous figure. The books and films inspired teenage boys (probably not girls) to want to be James Bond when they grew up. But the spy has not always been viewed in such a way. Although many spies have been considered courageous, the historical image of the spy was often that of a “base” person. Napoleon thought that spies should be treated leniently because “they are a species of humanity which is by nature base, and to that extent only are not responsible for their characteristics.”4 Although a bit archaic, the word base captures a certain immorality and degeneracy and implies a sense of distaste because of perceived impropriety.

      The shadowy world of espionage is populated by these devious and daring characters. From spy species like double agents and defectors to spy motivations such as money and ideology, their lives beg to be analyzed using the methods of a police procedural to find out how they did it, or the techniques of psychology, to learn why they did it. This chapter considers archetypal motivations and spy types that have recurred throughout history. Although spy types and motivations have not changed much over thousands of years, the way in which a spy is viewed as a human being—whether despicable or a hero—has varied with the times.

      
        Spy Motivations

        Two stories from the Bible highlight the importance of foreknowledge, the influence of money, the role of women, and the poison of betrayal—themes that are omnipresent throughout espionage history. In the Old Testament, Delilah, a Philistine woman and the first recorded woman spy and femme fatale in history, was instructed to seduce Samson, a champion of Israel. Delilah was offered 1,100 silver coins in exchange for revealing the secret of Samson’s strength. Samson refused to reveal the secret in response to Delilah’s initial attempt. But she persisted, and by her fourth try, Samson told her that the secret to his strength lay in his long hair. In the middle of the night Delilah had a servant cut his hair and he lost his power. The Philistines quickly captured him and gouged out his eyes.

        Judas’s name alone is synonymous with betrayal and treachery. The New Testament also relates the story of Judas, one of Jesus Christ’s twelve apostles, who betrayed Jesus to the Roman authorities. Leonardo da Vinci’s famous Last Supper mural in Milan depicts Judas holding a small bag that might signify the thirty pieces of silver he received in payment. He later repented and tried returning the silver coins, but his attempt was rejected by the priests. He then hanged himself in remorse, a feeling common among traitors.

        The stories of Judas and Samson and Delilah, both biblical archetypes, illustrate two major and enduring human motives for spying: money and sex along with the associated betrayal. But there are other complex motivations as well. During the Cold War, US counter-intelligence created a mnemonic for four major motivations for spying: MICE, standing for Money, Ideology, Compromise, and Ego. These four basic motivations are a helpful rubric to start tackling much more complex motivations. There is no doubt that the motivation of money runs like a red thread throughout history from the Bible to the present. But that motivation, along with the other three, needs to be fleshed out, embellished, and modified to portray the complexity of human beings. Even if the primary spying motive is money, for example, not everyone who needs money becomes a spy, nor is every communist a spy, nor every compromised person or egomaniac. There are other complex reasons baked into a person’s personality, circumstances, and access.

        Money played a big role as a recruiting tool in the late twentieth century, especially for Americans. In particular, the Soviet KGB and its successor organization, the SVR, exploited greed when running some of history’s worst traitors including Aldrich Ames and John Walker. It is often said that Americans spied for the money and Soviets for the ideology. By the 1980s, this was to a certain extent true (but not during the 1930s, as we will see), as more and more low-paid military service people and intelligence agency personnel found selling secrets to be an easy way to make some extra money, and as more and more Soviet officers defected to the West out of disillusionment with the failed communist ideology. A debriefer asked James Hall, a former US Army warrant officer, who spied for the KGB and the Stasi before being caught in 1989, why he did not become a “dope dealer” to earn extra money. Hall replied that he had never met a drug dealer and that he was dealing in secrets.5

        Aldrich “Rick” Ames, an American CIA officer, reportedly made more than $2.5 million working secretly for the KGB over nine years (and another $2.1 million was deposited in a Moscow bank for him), making him likely the highest-paid spy in history. Ames joined the CIA in 1962 following his father’s footsteps. Even though he was an alcoholic underachiever, the CIA promoted him in the Soviet division and sent him to sensitive locales abroad, including Turkey, Colombia, and Italy. Following a financially ruinous divorce from his wife, who also worked for the CIA, Ames developed a “scam” to obtain $50,000 from the KGB. Because he worked in Soviet operations, he simply walked into the Soviet Embassy in Washington, DC, as part of his job. While there he offered KGB officers the names of the first two Soviet CIA agents controlled by the KGB in exchange for $50,000. He could have stopped there, but like many other double agents, he had crossed the Rubicon of betrayal and could not look back. He could never explain why he continued after his first time. That fateful day in 1985 led to a long-term betrayal lasting until February 1994, the year he was caught.6

        Victor Cherkashin, Ames’ case officer, made sure that the relationship would continue. He built trust with him by claiming that the KGB would do anything they could to protect him from being discovered. “Our main concern—our one concern—is your security. . . . You tell me what you want us to do and we’ll do it,” he said. But this feigned interest in Ames’s personal security was a ploy to trick him into sharing information about US secret agents inside the KGB. “It’s in your interest to tell us as much as you can about any of your agents inside the KGB. . . . How can we protect you if we don’t know who’s in a position to inform the CIA about you?” That was all it took for Ames to take out a notepad, write a list of names, and hand it to Cherkashin with the words “Just make sure these people don’t find anything out about me.” Cherkashin was shocked. Never before had the KGB received so many gold nuggets in one sitting. The list contained the names of every CIA agent in the Soviet Union.7

        During his nine-year career as a spy for the KGB, Ames passed along thousands of documents, but his most stunning betrayal was of the ten Soviet officers who worked for the CIA. All were jailed and most were executed. As the Director of Central Intelligence, R. James Woolsey, noted, “They died because this warped, murdering traitor wanted a bigger house and a Jaguar.”8 But Ames was not hanged, guillotined, shot, or electrocuted as were spies of the past. He traded information for his life, and ultimately was given a lifelong sentence in prison without the possibility of parole.

        Ames admitted his motivation was money. “I would love to say that I did what I did out of some moral outrage over our country’s acts of imperialism or as a political statement or out of anger toward the CIA or even a love for the Soviet Union. But the sad truth is that I did what I did because of money and I can’t get away from that.” But Rosario Ames, his second wife, who also had lavish money needs, had a different interpretation. “I don’t think he did it for the money. . . . A great part of it has to do with wanting to prove to the world that he is better, more intelligent. It was arrogance.”9

        Many other spies became rich through spying: it wasn’t just an ancient or modern affliction. Karl Schulmeister, initially a smuggler, became Napoleon’s prized spy and helped him kill enemies and win decisive battle; he became very rich only to lose his fortune after Napoleon lost the Battle of the Nations and retreated to Paris. After Napoleon’s defeat, the Austrians dispatched a whole regiment to destroy Schulmeister’s ostentatious mansion built with the spy monies. After he lost his mansion, Schulmeister gambled away the rest of his fortune and died as a tobacco shop owner of modest means.10

        Ideology is another common motivation to become a spy or betray one’s country. It is the most effective type of motivation because it comes from true belief and commitment. Political commitment (whether patriotism for one’s own country—the more common variety—or support for the political system of another nation) is not the only kind of ideology that motivates spies. People have often found religion a compelling reason to turn to subterfuge, as when Catholics and Protestants vied for information in early modern Britain. But ideology should not be restricted to political ideologies of the left or the right that played out during the twentieth century. Ideologies also contained a religious hue, as was the case in the spy-rich era of early modern Britain when Catholics faced off against Protestants. Under the ideology rubric, one might also consider placing the twin motivation of patriotism, although patriots usually, though not always, spy for their home country, not for the enemy.

        During the early modern period in England, Francis Walsingham spent much of his time as Queen Elizabeth’s spy chief routing out Catholics who sought to usurp the throne and install Mary, Queen of Scots, as well as staving off the Spanish armada from attacking Britain. As we will see in the next chapter, Mary’s life hung on the weakness of a cipher broken by one of Walsingham’s codebreakers.

        One of the most famous cases of spying motivated by patriotism is that of the young American soldier for the continental army, Nathan Hale, a patriot for the American cause against the British royalists during the American Revolutionary War. The famous words he uttered before his death by a hangman’s noose at the age of twenty-one, “I only regret that I have but one life to lose for my country,” are often used to inspire patriotic sentiments among new intelligence recruits in America. Tellingly, in a country that rarely memorializes its spies, the United States has a number of prominent statues of Hale: in front of his dormitory at Yale University campus where he had been a student; at CIA headquarters in Langley, Virginia; and at City Hall in New York City.

        Ideologically motivated espionage had its heyday during the first half of the twentieth century when Soviets sought to recruit Communist party members and sympathizers outside the Soviet Union as spies. In England, the Cambridge Five spy ring channeled information to the Soviet Union from the 1930s to the 1950s. In the United States, public officials Alger Hiss and Whitaker Chambers were also recruited as Soviet spies during the 1930s. The so-called atomic spies—including Julius and Ethel Rosenberg, Klaus Fuchs, and Ted Hall—volunteered or were recruited during World War II, and were one of the most important and effective group of spies in history. They are also among the best known, primarily because the Rosenbergs were executed in the electric chair. (See chapter 4 for the story of the atomic spies.)

        The Cambridge Five spy ring consisted of five students who were recruited while they were undergraduates at Cambridge University during the 1930s, a time when adherents of communism and capitalism engaged in lively debate against the backdrop of the rise of fascism. Donald Maclean, Guy Burgess, Harold “Kim” Philby, Anthony Blunt, and John Cairncross became followers of Marxism-Leninism as espoused by the Soviet Union and some joined the British Communist Party. They became important as spies during World War II and the early Cold War before they were slowly exposed over the years. They attained positions within the Foreign Office, MI5, and the Secret Intelligence Service (SIS), and socialized in British elite circles. But most of them drank heavily, which led to serious security breaches. Burgess, whom American officials considered an alcoholic, once dropped stolen Foreign Office files at a pub; Maclean, who was gay, told one of his lovers about his double identity. The drinking, sexual indiscretions, nervous breakdowns, and threat of exposure led the pair to defect to Moscow in 1951.

        Kim Philby is now considered one of the most important spies of the twentieth century. Not only did he work for SIS—eventually heading the anti-Soviet section, where he was responsible for running operations against the KGB—but he was also a candidate to lead the British Secret Service during the 1950s. He defected to Moscow in 1963 and was considered so important by the Soviets that they issued a postage stamp in his honor. In his memoir, My Silent War, Philby makes it clear that he was never a double agent, as some have portrayed him, but rather a “straight penetration agent working in the Soviet interest.” For Philby, the Soviet Union was the “inner fortress of the world movement” from his first moment of ideological conviction until the time he died.11

        Interestingly, Graham Greene, the spy novelist and spy, likened Kim Philby to the Catholics of the early modern period who battled for Spain and against the English Protestants. Both groups betrayed their country or other people out of strong convictions, whether religious or political, and were true believers. Their faith never wavered even with the “injustices or cruelties” inflicted on them.12

        The United States also became a successful hunting ground for Soviet intelligence to recruit secret agents. As in Britain, communism was seen as an attractive political alternative to capitalism, and hundreds of Americans from all walks of life—the government, industry, universities, and even the American Office of Strategic Services (OSS)—were recruited as spies. During the early years, many had been members of the American Communist Party. Whittaker Chambers, who became disillusioned with Communism, confessed his previous activity as a Communist spy and exposed Alger Hiss. Both gained notoriety during the 1950s. Later, when American intelligence successfully decrypted Soviet secret messages sent to agents in America—the so-called Venona intercepts—more and more American agents were exposed.

        The role of sex in espionage, or sexpionage, looms large in the popular imagination, but it is probably one of the least effective motivations, and it is not as common as the public would like to think. Sex alone is not considered one of the better motivators because it may be a form of coercion or compromise (the C in the MICE acronym) or blackmail. In general, external motivation (whether in the form of money or as instruction) is less stable over time than intrinsic motivation in the form of deeply held beliefs. Love is a fine motivator, but betrayal can be devastating. A personal connection or attraction to a case officer is a good recruitment method, but this can create problems if the agent is passed on to another case officer.

        Mata Hari’s name alone is synonymous with the dangers of a femme fatale (she had a lot of lovers who held high-ranking office and allegedly passed on their secrets to a foreign country), but the specter of a woman seducing a man to pry out his secrets has a long history. During World War I, there was a proliferation of women spies, many of whom were more effective than Mata Hari, who was of minimal importance as a spy. The French alleged that she was a spy for the Germans, but her career as an exotic dancer and execution by a French firing squad in Vincennes because of her espionage contributed more to her fame.

        The KGB became notorious for using sex for blackmail, coercion, and compromise during the second half of the twentieth century. During the 1950s and 1960s a number of homosexual men were compromised. Among them was John Vassall, a civil servant who worked for the British navy in the British embassy in Moscow. According to Vassall, he felt lonely and isolated among his more senior, better-established heterosexual coworkers. When a Polish man befriended him and introduced him to the Moscow underground homosexual scene, he was thrilled. But the Pole was planted by the KGB. The fateful day came when the KGB staged a gay orgy and took pictures of a very drunk and drugged Vassall in compromising sexual positions. Because homosexuality was illegal in the Soviet Union and Britain at the time, Vassall agreed to spy for the Soviet Union after he was confronted with the pictures. But the reason Vassall kept spying for the KGB was less the blackmail and more his feeling of belonging and of being valued. He soon began spying for money until he was caught in 1962, after seven years. Like other people who lead double lives, whether spies, adulterers, or anyone hiding their sexuality, he had an “endless capacity for dissimulation.”13 In fact, along with betrayal, dissimulation or concealment or dissembling should be other key characteristics of a successful spy, many of whom also led double personal lives.

        The honeytrap method whereby a woman seduces a man also became popular in the 1950s and 1960s. The Soviet Union used this method so often that Ian Fleming fictionalized it in his 1957 novel From Russia with Love. (More recently, retired CIA officer Jason Matthews wrote the novel Red Sparrow, which also follows a woman trained to seduce the enemy.) The KGB apparently even had an espionage sex school where agents were trained as “swallows” (female spies) and “ravens” (male spies). Later, KGB operatives recruited actresses (prostitutes were considered too low class) to seduce men in the bars of hotels, for example.

        In America, a classic case of a honeytrap is that of the lonely marine who worked at the US embassy in Moscow, Clayton Lonetree, who was seduced by a swallow in 1987. The Lonetree case became so well known that US intelligence used the story as a cautionary tale to help prevent other soldiers or spies from falling for a Russian seductress.

        In East Germany, Markus Wolf, head of the foreign intelligence arm of the Ministry for State Security, perfected the so-called Romeo method of having men target women who likely had access to secrets. Favorite targets were secretaries based in Bonn, West Germany, because they had access to their bosses’ files. During the Cold War, East German intelligence succeeded in recruiting as many as fifty-eight of these women.14

        When asked about the morality of using people in this way, Wolf quipped, “But I arranged several very happy marriages!” However, at least one secretary-spy committed suicide after she found out her lover was sent by a spy agency and was not sincere about his love.

        Despite the media’s obsession with sex espionage and the Romeo spies, sex or love as a motivation was not as predominant as money or ideology during the Cold War. The Stasi, after its dissolution, left behind documents that are useful in preparing a statistical analysis of motivations for spying. Of the three categories included—ideology, money, and “personal affection”—ideology and money were almost tied for predominance whereas there were very few cases of personal affection by the time of the 1980s (the so-called secretary-spy cases took place from the 1950s through the 1970s).

        
          At least one secretary-spy committed suicide after she found out her lover was sent by a spy agency.

        

      
      
        Images of the Spy

        By the 1960s, it would seem that the negative image of the spy as represented by Judas and Delilah, both of whom embodied treachery and betrayal, was totally forgotten. Along with the Bond hero image came other spy shows that glamorized the dangerous life of the spy, such as the series Secret Agent, released in the United States in 1964. The catchy song “Secret Agent Man” evoked spies musically with a catchy guitar riff and lyrics about the secret agent who “leads a life of danger . . . he won’t live to see tomorrow.”

        Between the time of Judas and James Bond, the image of the spy fluctuated. In Western societies spies tended to be abhorred until the Cold War made one country’s hero into another country’s traitor. Intelligence professionals like to quip, “Though I love treason, I hate the traitor.” This aphorism has been attributed to various authors from Julius Caesar to Dryden. The witticism is enduring and powerful because it captures the sorest of all wounds in an intelligence officer’s life. It boils down to each country loving the fruit of the traitor’s haul, but hating the person providing the information because a traitor represents the greatest betrayal of all, a violation of trust, an enemy of the state.

        Interestingly, during the Ancien Régime, the period preceding the French Revolution, “spy” (espion) was a pejorative term. There was a hostile attitude toward spies. The French called their own spies “agents,” a less pejorative term. As noted earlier, espionage at that time primarily occurred in the realm of military intelligence. But there was a stigma attached to the practice.

        Unlike the French, the Germans had a positive image of spies and glorified them. Spying was not a dishonorable trade. Frederick the Great, King of Prussia, who was one of the most successful military commanders in history, thought spies should be well compensated because they risked their lives. He used spies effectively in two major eighteenth-century wars: the War of the Austrian Succession and the Seven Years’ War. After he defeated the French in November 1757, he famously said of his French adversary, “He has twenty cooks and not one single spy; I have twenty spies and only one cook.”15

        The British colonel George Furse conveyed the widespread distaste for spies in 1895. “The very term spy conveys to our mind something dishonourable and disloyal. A spy, in the general acceptance of the term, is a low sneak who, from unworthy motives, dodges the action of his fellow beings, to turn the knowledge he acquires to his personal account.” Even so, Furse thought spies were necessary in war.16

        
          The Cold War made one country’s hero into another country’s traitor. Intelligence professionals like to quip, “Though I love treason, I hate the Traitor.”

        

        By the early twentieth century, some commentators viewed spies as megalomaniacs (now classified in the MICE paradigm as ego). In his 1915 history of spies, Hamil Grant describes Major John André, the American traitor who spied for the British and was then hanged, as a megalomaniac. His conclusion is based on André’s proclamation that he was mainly “actuated by a thirst for military glory, the applause of his countryman and perhaps a brigadiership.”17

        The turn of the twentieth century also saw a period of spy mania and phobia that was followed by the birth of spy fiction, some of it quite pulpy. The British were very fond of, and particularly adept at, this genre. One of the first spy novels, The Riddle of the Sands by Erskine Childers (published in 1903), focused on the then-current fear of a German invasion of England. The two British protagonists discover a German plot to invade Britain, worry about the moral status of spying, but end up as heroes. But it was the best-selling invasion literature author William Le Queux who shaped the popular image of the spy as “something between a bandit and a detective . . . a desperate fellow with a shady past and a lurid future.” Even so, many tended then, as now, to heroize the spy if they were on their own nation’s side.18

      
      
        Spy Species

        Just as the Bible offered prototypical examples of motivations for spying, so too did an ancient Chinese text provide a durable description of the importance of spies in warfare along with a classification of them. The descriptions of spy types in The Art of War—the first full account in history of spies and spying—are still surprisingly fresh and applicable today. The text, a short, aphoristic, best-selling book written more than 2,500 years ago, is still studied today by students of business and espionage alike.

        Dating from around 480 BCE and attributed to the Chinese general and philosopher Sun Tzu, The Art of War argued that espionage should play a central role in times of war and peace and that warfare is based on deception. Sun Tzu considered foreknowledge crucial to winning a war, and thought that “knowledge of the enemy’s dispositions can only be obtained from other men”—that is, spies. He outlined five different types of spies who worked together in a “divine skein” or “divine manipulation of the threads.” When they worked together no one could discover the “secret system” that was a leader’s most important secret weapon.

        In Sun Tzu’s account, local spies, inward spies, converted spies, doomed spies, and surviving spies manipulated threads like spiders building webs. Local spies were “inhabitants” of a district. Inward spies were “officials of the enemy.” Converted spies, also called double agents, targeted the enemy’s spies and used them against the enemy. Doomed spies acted as decoys, allowing themselves to be caught and reported to the enemy. Surviving spies brought back news from the enemy’s camp. The double agent, by far the most important of the types, became the linchpin of the whole secret system because it was through the information they obtained that the leader would be able to acquire and employ local and inward spies. The double agent’s information also caused the doomed spy to carry false tidings to the enemy. Finally, the double agent’s information could be used by the surviving spy.

        The goal of espionage using all five kinds of spies, according to Sun Tzu, is knowledge about the enemy. This knowledge can only be obtained from the “converted” or double agent spy, who should be provided as much support as possible.19

        Sun Tzu was not the last general to define types of spies. It seems as though in every century military manuals either reinvented the wheel with a new classification of spies or adapted Sun Tzu’s system. The Art of War was revived in English translation in 1905.

        Frederick the Great devoted considerable space in his instructions for generals on the use of spies and how to gain intelligence about an enemy’s intentions. He described four classes of spies: common people, double spies, spies of consequence, and those who are compelled to take up the unpleasant business.20 As did Sun Tzu, he emphasized the importance of double agents.

        Ancient Indian texts are full of references to espionage and spying. In contrast to Sun Tzu, who rejected the use of spells or divination, the Indians combined intelligence with spells and poisons to extract information. A Sanskrit treatise on statecraft, economic policy, and military strategy called The Arthashastra, written or compiled by Kautilya in the third or fourth century BCE, stressed the importance of spies. Unlike The Art of War, spies in ancient India were used for general intelligence and espionage at home and abroad, not just in warfare. Kautilya divided spies into two groups: “institutes of espionage,” who were permanent spies, and “wandering spies.” Disguise was an important feature of both classes of spies, and The Arthashastra describes forest hermits, cooks, merchants, doctors, dancers, and female agents, as well as idiots and blind and deaf people.

        Wandering spies were usually responsible for assassinations. Also called “fiery spies,” these assassins used weapons, poisons, and subterfuge. When a victim made an appointment with a “harlot, or dancing girl,” the spy would hide in an underground chamber or secret wall compartment and emerge to kidnap or kill the unsuspecting victim upon arrival.21 The honeytrap had turned into a death trap.

        Just as ancient Greek drama and Shakespeare contained enduring themes in literature, so too did the Bible, Sun Tzu, and Kautilya present enduring, and still applicable, aspects of the spy’s motivations and type for espionage history.

        This chapter opened with Ian Fleming’s quip that James Bond was not in the same league as Sidney Reilly, a real spy. Reilly had the chutzpah to disguise himself as a priest when the French Rothschilds were negotiating a Persian oil deal and convinced the Persians that the British government could pay more than the French. British Petroleum allegedly grew out of this deal. He is said to have been a man of contradictions: mean and generous, cruel and kind, selfish and altruistic, pointing to a complex man seen as courageous. His biggest claim to fame was his alleged attempt to overthrow the Russian Bolsheviks. Instead of succeeding, he disappeared in Soviet Russia in the 1920s and was allegedly shot in the chest by Russian agents in a forest.22 Similar to other spies in history, Reilly remains a complex mystery, a man who remade himself, a dissimulator, and perhaps, even a bit of a megalomaniac. Finally, he was also a man. While we have explored the role and activities of women spies in the first chapter of the book, the image of the spy until the late twentieth century was usually that of a man.

      
    
  
    
      
        3

        Communicating Secrets

      
      My favorite part in the James Bond films was always the scene in which Q, the gadget man, made his first appearance. With great anticipation I would wonder what kind of inventive gadget the technical services division had developed to get Bond out of a bind. Of course, there’s the flashy Aston Martin sports car outfitted with all the bells and whistles a real spy would never use. But there was also the scene in From Russia with Love that took place in M’s office in which the iconic Desmond Llewelyn makes his first appearance as “Q” to demonstrate the “luggage” for Bond’s mission. The modified briefcase includes a throw knife, fifty gold sovereigns slipped into the interior back, and talcum powder magnetized to the inside of the briefcase and set to explode if the latches of the case were not moved horizontally before opening.

      In the real world of espionage, a spy’s special briefcase might be a radio suitcase for communication or a booby-trapped briefcase holding secret documents in a concealed cavity that will explode if opened the wrong way. Similar devices are typical for the tradecraft used by spies to collect and pass on secrets. The talcum case concealment in the Q scene also has realistic elements. In the real world, however, the talcum powder container would be more likely to hide something like a camera or film than to be booby-trapped for explosion. The Cold War West German criminal evidence collection containing seized spy paraphernalia, primarily from the East Bloc, includes a remarkably similar container used for concealment, but it also contains a statute that was booby-trapped to explode when opened.

      Concealments were used to hide a spy’s  paraphernalia such as miniature cameras, film, and code sheets. Unlike James Bond, agents did not present themselves at the Q lab to obtain gadgets and receive training on how to use them to get out of a bind. Instead, once spies were given their license to steal, they met with a technician, who trained them how to use the tools of the trade to communicate secrets or store secret materials. Instead of returning spy gear in “pristine order,” agents were encouraged to destroy the materials if they were in danger of being caught.

      This chapter outlines the major components of secret communication used by agents with a focus on the Cold War and the digital age. Despite galloping technological developments during the twentieth century, some elements of secret communication have remained surprisingly constant. The digital age, however, transformed how spies collect, record, and transmit information. It is no longer necessary for spies to meet in person or use analog photography to capture images of secret material. Instead, spies can communicate electronically and steal enormous amounts of information by copying it on to a travel drive or SD device. Even so, sometimes old-fashioned methods work best to remain undetected, like invisible ink, and can still be used today.

      
        Ancient to Modern Trends

        Spies, or scouts,  have had to communicate secretly since time immemorial. In ancient Greece, Histiaeus, the ruler of Miletus, shaved a slave’s head, tattooed it with a message, and waited for the hair to grow back. He then sent the messenger on the long journey from Persia to Greece to urge revolt. Upon arrival, the messenger’s head was shaved again to read the message. It is not only the modern reader who will balk at the amount of time it took the message to reach its recipient. In the seventeenth century, John Wilkins, author of Mercury; or, the Secret and Swift Messenger, commented on the “strange shifts the ancients were put unto, for want of skill” and outlined the superior methods of communicating of his own time. He described communicating without a messenger using fire and signs; inanimate media like bullets and arrows; men, animals, birds, sounds, or angels to communicate with someone in a dungeon or besieged city or hundreds of miles away.1 Of course, even Wilkins’s methods seem impractical and slow to a reader living in the digital age in which communications can travel to the other side of the globe through satellites or fiberoptic cables almost instantaneously.

        One thing that has not changed since the Renaissance is an obsession with secrecy when it comes to the methods of espionage. Giambattista della Porta, a renaissance man in every way, was a natural philosopher whose work spanned math, optics, alchemy, astrology, physiognomy, memory, agriculture, and cryptography. In his best seller, Natural Magic, as well as his influential and encyclopedic book on cryptography, De furtivis literarum notis, he searched for the secrets of nature while telling readers that the secrets of cryptography and invisible ink should be “concealed” for “great men” and “princes.” As one of the “professors of secrets,” della Porta also founded an academy of secrets.2

        It was during the Elizabethan period of secrecy and intrigue that the elements of modern espionage developed. Spies at court and diplomats abroad were recruited to warn of invasion and maintain power at home in the battle between Protestants and Catholics. Queen Elizabeth’s interest in, and appreciation of, espionage is reflected in the resplendent dress immortalized in a famous portrait by Isaac Oliver. In it, Queen Elizabeth’s gown is covered with eyes and ears to symbolize the state’s interest in spying. Francis Walsingham, her spy master, had eyes and ears throughout England and abroad.

        One of Walsingham’s most celebrated successes was catching Mary, Queen of Scots, a Catholic, in the act of plotting with her supporters to overthrow Queen Elizabeth, a Protestant. Elizabeth had placed Mary under house arrest in various castles and manors out of fear that she might try to overthrow her government and install Catholics. During the early years, Mary could leave the premises and communicate with her supporters. Later, however, Elizabeth cut off Mary’s contact with the outside world. Even so, Mary wrote secret letters in cipher or invisible ink and hid them in slippers or mirrors. She handed the letters to a friendly jailer who passed them on to a courier. But Walsingham soon began to intercept all the letters and pass them to his chief cryptographer. When Walsingham uncovered a plot to murder Elizabeth, Mary was moved into Chartley, an uncomfortable stone manor house surrounded by a moat. Her new jailer was a tough Puritan who placed her under constant, strict observation. It was almost impossible to communicate with Mary from the outside until one of her supporters came up with an ingenious communication system.

        Gilbert Gifford, a young blue-eyed Catholic boy, proposed using beer barrels to pass on secrets. In the sixteenth century, beer, light in alcoholic content, was almost a substitute for water. Chartley did not have its own brewing facilities and had to bring in beer for the household. The Catholic brewer agreed to pass on secret enciphered letters written in invisible ink by placing them in a waterproof box stuffed through the bunghole of the beer barrel; the box would then float on the beer. Unfortunately, although the Catholic brewer was supportive of Mary, he was bribed by Walsingham. Before inserting the letters into the barrels, the brewer gave them to Walsingham, who had his master seal lifter open them. After he read the letters, his assistant resealed them and passed them on.

        As if that weren’t bad enough, Gifford, the beer barrel courier, then became a double agent and acquired information about a plot to invade England, murder Elizabeth, and place Mary on the throne. The plan was spearheaded by Anthony Babington, who had assembled thirteen co-conspirators. Babington proposed that six conspirators assassinate Elizabeth. Because their names were not mentioned in the intercepted message, Walsingham’s codebreaker forged a postscript asking for their names, which were then smuggled to Mary via the beer barrel express. Since the ciphers were simple nomenclatures—letters of the alphabet were replaced by numbers, symbols, or Greek letters—Walsingham’s codebreaker quickly deciphered the missives and uncovered the names of the conspirators: they were tortured, disemboweled, and then hanged. Mary was put on trial and beheaded. Her only friend at the end was her small dog, who emerged from her blood-stained petticoat and lay between her shoulders and her decapitated head.3

        Mary was not the first or the last person to lose her life because of intercepted communications. As we will see in the atomic spies chapter, although not known when they were convicted, Julius and Ethel Rosenberg’s communications with Moscow had been intercepted, the codes cracked, and the messages read before the Rosenbergs were sent to the electric chair.

        More common, of course, was the interception of communication that led to the capture and imprisonment of a spy. Whether a spy is killed or imprisoned after being caught communicating, the fact remains that communicating is dangerous—but it is also at the heart of operations. Spies need to collect information, copy it, hide it, and pass it on secretly. They also need to communicate with their handlers about future meetings, danger signals, and instructions.

        Concealing the content of a message via cipher can be insufficient; for additional security, the physical message must also be hidden. This is also a very old practice, including using dead animals as hiding places. When Harpagos, a sixth-century Median general, wanted to send a secret message to Cyrus, the king of neighboring Persia, where the roads were patrolled by guards, he slit open the belly of a hare to hide the secret message urging revolt against the Median empire. Harpagos then sewed up the incision and handed the hare to a trusted servant in a hunting net. After the servant, disguised as a hunter, arrived in Persia and reopened the hare’s belly, Cyrus looked inside and found the scroll. The ancients did not seem to mind the stench that the dead hare must have emitted by the time it reached its destination.4

        
          But passing on secrets is also one of the most vulnerable aspects of espionage.

        

        If we fast forward to the twentieth century, it turns out  the CIA also used animal carcasses as hiding places. Dead pigeons and rats were favorite animals. After the animals were killed, they were gutted and treated to create a space inside the chest or stomach area. Some animals were freeze-dried or vacuum-packed in tin cans, thus solving the stinky problem of decay. Secret spy gear, money, documents, or instructions were then wrapped in aluminum foil before being placed in the artificial cavity. Then the animal was stitched up and placed on the side of a road. The CIA’s Office of Technical Services also created fake rubber guts that spilled out of the dead animal. To deter hungry scavengers from picking up the dead animals, operators often sprinkled them with Tabasco sauce.5

        Imagination is the limit when it comes to devising effective hiding places. During World War II, the Germans used a microdot, a tiny miniaturized photograph the size of the period at the end of this sentence, to communicate with agents. Agents hid microdots on a finger or under a toenail; in tie linings, jacket linings, cuffs, collars, shoulder pads, and seams; in suitcase locks, clasps, and handles; on the frames or lenses of glasses; under stones in jewelry; inside book bindings, split postcards, and the gummed flaps of envelopes; in razor blades and wrappers, fountain pens, penknives, watches, and clocks; and as the “full-stop” and letter “o” of writing material. German spies also hid invisible ink creatively. Nickolay Hansen, a German spy, agreed to visit a dentist to have a tiny bag with quinine-based secret ink placed under a capped molar. In the mug shot the British took after capturing him, he looks like he has a toothache.6

      
      
        Cold War

        Secrecy was the watchword and guiding principle behind Cold War communication. It was the backbone of all espionage communications and finding ways to hide and disguise secrets was its lifeblood. Spy agencies developed increasingly technologically sophisticated communication methods after World War II, but not even technological advancement could always protect spies from low-tech observation. The CIA devoted a considerable amount of time during the Cold War training officers to conduct surveillance detection runs (SDRs) because of the suffocating surveillance in places like Moscow and Beijing (then known as Peking). Officers in training at the CIA Farm walked or drove around Washington, DC, loading dead drops (hiding places for spy material) and placing chalk marks as signals on objects like mailboxes, always looking over their shoulders to spot tails.

        Communication between an agent and case officer or headquarters is essential for spy work. The spy agencies that proliferated during the Cold War used both personal and impersonal communication methods or a combination of the two. “Personal communication” generally refers to in-person meetings between an agent and handler. Although personal contact carries a relatively high risk of discovery, it is also important for maintaining motivation and morale. “Impersonal communication” relies on technology that allows agents and handlers to converse without actually meeting. In some ways, impersonal communication is safer than the personal kind because observers cannot link the agent and handler, but it leaves the communications themselves vulnerable to interception or monitoring. Of course, both types of communication were often used in conjunction, as, for example, sending an advance message to arrange a personal meeting.

        Communication methods in the East and West were surprisingly similar during the Cold War. Spy agencies in both the United States and the East Bloc developed five main components for agent technology: cameras, dead drops, concealments, radio, and secret writing (codes). Agents needed these methods to aid in communication, obtain the needed information, pass it on, and provide camouflage for the agents and the technology itself.

        
          Secrecy was the watchword and guiding principle behind Cold War communication. It was the backbone of all espionage communications and finding ways to hide and disguise secrets was its lifeblood.

        

        
          Photography

          The Minox spy camera was the workhorse of the Cold War, and its ubiquity was not an accident. First developed by the German-Baltic inventor Walter Zapp for general use, spy agencies in Germany, Britain, America, and Russia quickly saw its potential as a spy camera because of its small size (about that of a large cigar) and close focusing lens. It was soon dubbed a spy camera.

          John Walker, the KGB’s most important American spy in the 1970s, used the Minox in his work to gather millions of secret navy documents while he was a chief warrant officer in the US Navy. He took so many photographs with his KGB-issued Minox C camera that it wore out. After his arrest he demonstrated how to use the camera in a widely publicized photograph that depicts him holding the camera eight inches away from the document as measured by a chain attached to the camera.

          Spy agencies also developed their own subminiature pocket-sized cameras or repurposed those commercially available. The Kodak Company developed a matchbox camera for the OSS during World War II with a lens opening and shutter release. Another very small commercially available camera, the Japanese Echo 8, fit into a working flip cigarette lighter. The spy just needed to flip open the top and light a cigarette while aiming at an object. Neither camera had a viewfinder—there was no room in the working disguise. As a result, spies needed a lot of training to take usable pictures secretly and effectively.7

          During the 1970s, the CIA outdid these earlier attempts by truly miniaturizing a camera. They contracted with an optical firm to create a cylindrical camera called the T-100 that was one sixth the size of a Minox and could fit in a pen, BIC-sized cigarette lighter, or key fob. The aluminum housing of the camera was 1½ inch long and 3/8 inch in diameter. The lens was 4 millimeters in diameter (think two pinheads) and contained eight elements. The very thin film adapted from spy satellite photography advanced automatically after each shot. The T-100 had 100 frames, but this proved problematic, and the CIA created a similar camera with 50 frames.8 Given the size and technical specifications of the camera, it would take someone with a watchmaker’s eye loupe to tinker with the camera and remove the film. The problem with these tiny technological wonders was that they did not always work and sometimes required months of training to use properly.

          The CIA issued the world’s smallest nondigital “point and shoot” camera to several Russians working as CIA agents in the 1970s and 1980s. Along with his L-pill pen, Aleksandr Ogorodnik received a T-50 camera (also concealed in a pen). The idea was that he could surreptitiously take photographs of secret documents while he was in the residentura at the embassy in Bogotá, Colombia, where he worked as a diplomat. He was usually watched by guards when viewing confidential information, and thus could not take pictures. But at some point, he was able to break away, successfully use the camera, and provide the CIA with a valuable document on Soviet policy on China.

        
        
          Dead Drops

          Spy agencies in the Cold War considered dead drops a key means of impersonal communication. Cemeteries, parks, and roadsides were regularly used as storage dead drops, in which material was hidden for someone to pick up at a later time. In moving dead drops, material could be tossed or dropped from a moving car to a waiting agent or handed from one person to another in a brush pass (“accidentally” bumping into each other in a busy location such as a train station). In some dead drops, spies relied on technology to make the transfer for them. Moving-train dead drops became so popular in divided Germany during the Cold War it is a wonder that spies did not bump into each other in the lavatory, a favorite hiding place. Because trains typically crossed the German border, each side could inconspicuously drop off or pick up an item hidden in a toilet paper holder or doorstop, for example.

          The classic dead drop site during the early Cold War was a cemetery. An agent could either store materials like a camera or film in a container buried in the cemetery or hide a message for a courier to pick up. Couriers, in turn, could leave money in the same location. East German agents who worked for the foreign intelligence arm (the HVA, Hauptverwaltung Aufklärung) of the Ministry of State Security were often given hollowed stainless-steel spikes with screw tops that could be pushed into the ground. Larger items could fit into a hollowed-out brick in a wall or tree stump. Cemeteries were considered good places for dead drops because these were low-traffic public spaces.

          Even though dead drops were considered essential to impersonal communication, loading or unloading a dead drop was considered a sign of spy activity and could be used in court as evidence. In addition to identifying suitable places for dead drops, the CIA had to devise clever covers for the operational act of loading or unloading a dead drop when working in highly surveilled countries such as the Soviet Union and East Bloc. A CIA officer who worked in Poland thought everyone who served in a “denied area” should have a dog.9 After all, dogs had to be walked every day at all times. Who would suspect the dog walker was conducting spy activity?

          When Robert Hanssen, an FBI agent, was convicted of spying for the Soviet Union for more than twenty-two years, some of the FBI’s prime evidence was the dozens of times he serviced his dead drops in local parks—most famously in Foxstone Park, near his house. The FBI had started to surveil Hanssen at these sites on a tip that he was a spy; they sometimes even collected the material he had hidden, took pictures for the lab, and returned it, intact, to the dead drop site. Hanssen chose to communicate with the KGB through dead drop sites in part because he had concealed his identity and didn’t want to meet anyone from the KGB personally. Although that was good tradecraft practice, his undoing came when a KGB officer defected and provided the United States with evidence leading to his exposure. He was arrested on February 18, 2001, at Foxstone Park, after he left a package of classified materials for the KGB at the dead drop site.10

        
        
          Concealments

          One of the most visually intriguing ways to store or transport secret spy gear (whether it was a camera, money, or stolen documents) during the Cold War was by using concealments, or containers, as they were called in Germany. But as a hiding place for spy gear, these devices are not supposed to be visually interesting when in use. Their cover is as an innocuous household item no one would suspect. Imagine any innocuous object: a bookcase, briefcase, gym bag, leather handbag, statue, breakfast tray, beer can, talcum powder container, shaving kit, pen, false tooth or crown, stake in the ground, air compressor, or even a dead rat on the side of the road: these are all examples of real containers.

          Like all spy gear, containers are a piece of evidence for prosecuting someone as a spy. When investigators raided Joachim and Gisela Preuss’s apartment in West Germany, they found ten containers. Joachim clearly needed a lot of storage for the film from his pictures of top-secret documents from the Air Force printing office where he was deputy director. East German technicians had made Preuss an elaborate and stylish black-and-white striped breakfast tray with a hidden compartment underneath with cavities for a Minox spy camera, a stand, and twelve Minox film cartridges. The release mechanisms were carefully designed and constructed. Preuss was a productive agent, delivering some five hundred photographs per meeting. Gisela Preuss used a plastic jar of hand cream outfitted with a false bottom to hold developed Minox film when she traveled to Berlin to deliver material. If someone at the border opened the cream container, their hands would get messy with hand cream, and they would be unlikely to find the false bottom with the film strip. Joachim Preuss was sentenced to ten years in prison; his wife received four years.11

          Concealments, of course, need to fit both the agent and the times. It would not be a good idea to provide a bald man with hair spray or send a nonsmoker an ashtray. That said, objects related to smoking, such as lighters and ashtrays, were very common during the early Cold War when more people smoked. The German Federal Office evidence collection room contained numerous ashtrays, lighters, and cigarette holders modified as containers. If a guest picked up an ashtray at an agent’s apartment, it would not be obvious at all that it contained a cavity for a Minox camera. The ashes likely to be in it would also deter anyone from picking it up for closer examination. But take an ordinary pin, push it into a tiny hole that would release the latch inside, and presto—the container pops open to reveal the camera inside.

          Imaginative craftsmen even carved nice wooden statutes to hide spy gear. One of the most beautiful hand-carved items made by the East German services was a carved deer with a false bottom released by the pinhole mechanism and a Minox camera hidden inside. It would be unobtrusive in the cabin of an outdoorsy agent, for instance. Destructive containers were designed to destroy the film inside, for example, by exposing it to light. A talcum powder can from the Cold War included a small flashlight bulb that would go off if the device was opened without disabling it.

          Although containers were primarily used to hide agent gear for communicating and passing secrets, some US concealments hid poisons. The CIA is notorious for having developed the L- (or lethal) Pill containing cyanide. A Russian diplomat who became a CIA agent, Alexsandr Ogorodnik, codenamed TRIGON, demanded a suicide pill and received an L-pill hidden in a fountain pen. Supposedly, when Ogorodnik was arrested and taken to an interrogation room, he asked to use his own pen to write his confession. He pulled off the cap with his teeth and swallowed the poison. He died before he hit the floor.12
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              Figure 3 Containers were used by spies to hide incriminating spy gear. This carved deer container made by East German intelligence craftsmen contains a Minox camera, the workhorse of the Cold War.

            
          
        
        
          Microdots

          The pen camera was certainly a technological marvel, but miniaturization and photography have a long history. During World War II, the microdot was widely used by the Germans to communicate secrets via minuscule photographs of messages or secret documents for which the receiver needed a magnifying viewer.

          During the Cold War, the CIA sought to further miniaturize the viewer to conceal it more effectively. Carrying around a microscope is a nuisance, and perhaps also a cause for suspicion for anyone not a microbiologist. The CIA’s Office of Technical Service issued several microdot readers, the smallest of which was designated the “bullet” or Stanhope lens. The lens was slightly larger than a pencil lead and the whole device was easy to conceal inside a cigarette or sew into the seam of a jacket.13 To use it, the agent simply needed to moisten the microdot with saliva and place it on the flat side of the lens to view; the “bullet” could magnify a microdot more than thirty times. The Stanhope lens was actually commercially available in the early 1950s from novelty stores, which sold them with sexy pinup photos of American starlets. The CIA’s main modification was to remove the images.

          But one of the most ingenious concealments came out of a pro-democracy covert action operation in Southeast Asia. The CIA had recruited a Cantonese-speaking courier based in Hong Kong in 1969 to pass on materials and to communicate with a source in China. When an agent lost his microdot reader, the size of a grain of rice, the courier was tasked with bringing him a new one. The case officer suggested concealing the lens under the gauze of a Band-Aid on a sore on the courier’s foot. The courier scoffed at this suggestion because of the intense security checks and pat-downs at the border to China and came up with a better idea for concealment.14 When the courier met with the case officer a week later, she emptied about a pound of tiny dried fish on the table and challenged the case officer to find the lens among the tiny fish. Despite sifting through the pile, he could not find it. The courier demonstrated: she simply rubbed some of the dried fish between her fingers. When she found the right one, she peeled off the skin, opened the fish, and popped out the lens.15

          As was the case for most of the tiny cameras deployed by spy agencies, the difficulty of using microdot readers made them unpopular with agents. Although the cameras were ingenious inventions and technological marvels, the pictures were often less than satisfactory, with blurry images or hard-to-read text. As a result, many agents simply used 35mm cameras to take pictures of documents at home. After all, many people had cameras and these were in no way a sign of spy activity until someone was under suspicion—that is why one can see dozens of 35mm cameras on the shelves of criminal evidence collection archives.

        
        
          Radios

          Radio has been a staple of espionage communication ever since its invention. It allows for speedy communication across long distances, but can be easily intercepted and overheard. Worse, an agent’s location can be discovered through radio direction finders. As a result, spy agencies often encrypt the communication before sending the message through either Morse code or other codes and disguises.

          Despite innovations in radio technology since the 1890s, agents often had to lug radios in big suitcases during World War II and the early Cold War. Investigators in Germany found suitcases buried in remote locations with receivers, transmitters, and antennas for two-way transmissions between an agent and case officer. The advent of portable shortwave radios made life easier for spies, at least for sending one-way transmissions. Agencies also developed burst transmissions to reduce the time that a transmission spent en route and detectable by enemy agents. Two-way transmission was discouraged except for emergency use because it allowed an agent’s location to be identified.

          The one-way voice link (OWVL), also known as a numbers station, transmitted messages to an agent’s commercially available shortwave radio using high-frequency shortwave bands at a predetermined time, date, and frequency included in the agent’s communication plan. The broadcaster, usually a woman (for some unknown reason), read a list of coded numbers in an artificial female voice, usually in groups of five, preceded by a series of musical notes or a preamble. The agent could then decode the message with the key. These number stations were widely used in East Bloc countries, but the CIA also used a similar one-way voice link method.

          The CIA developed several innovative communication devices in the 1970s as part of their covert communication (CovCom) program. The revolutionary Short-Range Agent Communications (SRAC) system provided agents inside the Soviet Union with a brick-sized device that could produce short-duration radiofrequency messages of a few hundred characters in less than five seconds.16 By the time the CIA’s prized agent Adolf Tolkachev was issued a SRAC in 1981, it was the size of a cigarette pack and operated like a modern-day encrypted text messaging system. The agent and the case officer both had the device and could type in a message that was immediately enciphered. It was sent through a burst transmission in a matter of seconds after a physical mark was left at a predetermined signal site.17

        
        
          Secret Writing, Codes, and Ciphers

          Because radio transmissions are easily intercepted and their contents heard by anyone with an appropriate receiver, those engaged in espionage have often used codes to make their messages less accessible to listeners. Many of these messages were one-time pads (OTP). As the name indicates, one-time pads were enciphered messages meant to be used only once. OTPs were considered the most secure way of communicating. An agent and case officer were provided the same key before coding a message. The message was coded by substituting numbers for letters or phrases. These numbers were then bundled in groups of five. It was unbreakable if the sender and receiver destroyed their key after using it. But people would get lazy and use the keys over and over again, leading to someone breaking the code.

          Invisible ink was still used during the Cold War. During the early years, the CIA was so far behind in developing sophisticated methods that they were disparagingly called “lemon-squeezers” because lemon juice was such a primitive substance to use for invisible ink. After all, children still used it. Later, most Western spy agencies developed sophisticated “wet methods” using chemicals that would appear when a reagent was applied. They also developed the dry-transfer system or carbon method to avoid scratch marks and indentations on paper. The carbon method sandwiched a chemically impregnated piece of paper between two layers of ordinary-seeming paper. The agent would write on the top sheet and the message would appear invisibly on the bottom sheet, to be developed by a recipient with a reagent. The bottom sheet was usually an innocuous-looking letter with the invisible writing in between the lines. The name of the game in the sophisticated methods was to use as little substance as possible so it would not be detected. CIA chemists reportedly used the equivalent of a spoonful of sugar over an acre of land in their process, but they did not reveal the substance used. (The Stasi used cerium in a similar way.)18

        
      
      
        The Digital Revolution

        In 2013, Edward Snowden, a contractor for the National Security Agency (NSA), flew to Hong Kong to meet with journalists to hand over a cache of files he had stolen from NSA computers using his status as system administrator. He had downloaded or transferred more than 1.5 million documents onto micro-SD cards (data cards used in digital cameras) during his time at the NSA Hawaii installation known as the Tunnel. He had smuggled most of the micro-SD cards out of the building by prying off a square of the Rubik’s cube he always carried around and placing the fingernail-sized SD card underneath. He also sometimes concealed cards in his socks or pockets, and when particularly paranoid, in his cheek in case he needed to swallow it. Like others who have taken similar risks, he reported that he was “sweating, seeing shadows and hearing footsteps around every corner.”19

        Although Snowden was not a secret agent in the sense of an NSA employee defecting to a foreign government with a trove of files, his methods of acquiring material exemplify the modern way of purloining and storing secrets in the digital age.

        While most people do not have the same access to top-secret files as Edward Snowden, by the early twenty-first century it became more common for spies to exploit computer networks because they had become repositories for secrets. In general, more data could be collected and were easier to obtain. Snowden did not have to break into a safe and photograph documents with a subminiature spy camera: this is one of the biggest differences between the Cold War and the digital age. Snowden did, however, use concealments—most notably the Rubik’s cube—to physically transport material, because sending information directly from NSA computers would have triggered a review. Even though Snowden had to sneak out the goods, most spies working for a company or national agency (like the CIA or KGB) would have been able to transmit the material through the internet using encryption and digital steganography (hiding something that is secret inside something that is not). However, these methods are also vulnerable to interception. As a result, some agencies have even resorted to using a typewriter and invisible ink.

        The digital revolution transformed all the previously discussed tools of the trade, including containers, photography, radios, and dead drops. Some methods have become obsolete; others have been adapted or transformed. Spies can now log into the internet, encrypt a message, and disguise it using digital steganography to make it both hidden and encrypted. It is a more sophisticated version of hiding a message written in cipher or invisible ink in the false bottom of an ashtray, and one much harder to intercept and decipher.

        Although the internet offered new opportunities for sending and receiving messages, it also ripped off the cloak of old-fashioned espionage: deception based on concealing a cover identity. Traditionally, spies and handlers were dependent on cover identities when working abroad to recruit and run agents. But cover identities became nearly impossible to maintain with the advent of technology such as cell phones, facial recognition software, and the digital economy and social media. Cell phones could be tracked and hacked and microphones turned on remotely, making it harder to service a dead drop. No longer did losing a tail simply mean ensuring that no other person was in sight. Sure, one could use a “burner” phone, but this in itself can be a sign of deceptive behavior and the person would eventually be uncovered.20

        Most importantly, false documents became hard to create because personal information was easily verifiable via information publicly available on the internet. Facial recognition technologies and biometrics at the border also created problems when creating false passports and other IDs. These technologies, of course, were a boon to US counter-intelligence as it sought to verify the identity of foreigners at the borders.

        One popular means of creating believable new identities  for spy agencies, especially the KGB, was using the birth certificates of people who had died in infancy or early childhood. When Jack Barsky (birth name Albrecht Dittrich), a sleeper agent for the KGB, moved to America to spy, he was given the name of a child, Jack Philip Barsky, who had died in 1955 at the age of ten. The KGB had found his name at a Jewish cemetery in Maryland. With the dead child’s birth certificate, Barsky could obtain a US passport. When Barsky was caught by the FBI, they uncovered his use of the dead child method.21

        One of the biggest challenges facing spy agencies in democratic countries is the development of cover stories and identities for secret agents and officers abroad. In the past, they created fictitious biographies and fake names that the agent or officer memorized and practiced many times over. But with the advent of the internet, a quick Google search that turns up no records on a person’s past makes them suspicious to adversarial intelligence agencies. As Dawn Meyerriecks, the deputy director of CIA for science and technology, asked in 2021, “If there is no digital footprint, who are you?”22

        In 2015 the CIA created a new Directorate of Digital Innovation to adapt to the changing times. It was the first time in more than fifty years that the agency created a new directorate. The existing four divisions covered operations, analysis, science and technology, and support (largely administrative). The new digital innovation directorate created departments to defend against cyber intrusions and to develop new methods for spies to steal secret information from foreign adversaries. It also collected open-source information that was not secret but required big-data-style analysis. In 2021, the CIA advertised for a cyber operations officer who would “gather intelligence from adversary systems and networks.” This action augmented information gathered by human sources abroad—still a valued mode of acquiring secrets, but more difficult to disguise.23

        By 2021, the Department of Defense found ways to circumvent pesky new technologies such as facial recognition, biometrics, fingerprinting, and electronic databases. The large-scale program to conceal operatives’ identities and manufacture new backgrounds was called “signature reduction.” According to William Arkin, the author of an exposé on this method, some 60,000 people belong to a secret undercover army. Some of these people work under their real names and do not have a connection with the US government. Others operate with fake identities created by the Pentagon’s Operational Planning and Travel Intelligence Center. The center manipulates US government databases such as immigration services and Customs and Border Protection to conceal the identities of their agents. These agents also receive technological tools to bypass facial recognition, biometrics, and fingerprint scanners. A North Carolina company, one of 130 private companies working for the Pentagon, makes silicon face appliances and silicon fingerprint sleeves. The US government uses these steps to restore concealed identities, the heart of secret operations, in an increasingly transparent world.24

      
      
        Conclusion

        For centuries, secrecy was the backbone of espionage and of communications between case officers and agents. Secret communication is at the heart of espionage operations: not only does it keep the agent and case officer connected but it allows information to be passed on from agent to headquarters. But passing on secrets is also one of the most vulnerable aspects of espionage. Communications can be intercepted and agents caught. Despite the dangers, then, communication is essential for spy work. Rapid technological change in the twenty-first century eroded the traditional cloak of secrecy. Even though much of tradecraft has remained the same, our more transparent digital world has made it increasingly difficult to conceal secrets.
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        Stealing Technical Secrets

      
      In the early evening of February 22, 1982, in the winter darkness, Vladimir Vetrov, a married KGB officer, sat in his Lada car in a parking lot along the Moscow Ring with his lover, Ludmila Ochikina. He handed her champagne in a paper cup. Within minutes they started arguing. Vetrov, who had a hunting knife and a pig-slaying pick in his car, pulled out the pick and started stabbing Ochikina in anger, over and over again. As he was about to thrust the pick into her yet again, he heard a knock on the car window. A man peered in and was startled to see that the couple was making not love but war. “What are you doing?!” he yelled. Vetrov told him to “get lost.” The man yanked on the door handle while Vetrov pushed the door hard, throwing the 50-year-old man onto the ground. Then Vetrov proceeded to stab the stranger in the abdomen. Ludmila fled; the stranger died. Ludmila survived.1

      Vetrov was sentenced to twelve years in prison for the murder. But this was not the only crime he had committed. Vetrov was an intelligence officer in the KGB’s department for stealing Western technical secrets—Directorate T. Trained as an electronics engineer, Vetrov joined the KGB soon after college. In 1965 he received a coveted five-year position in France as part of Line X, the recruiting and acquisitions arm of Directorate T. While in France he recruited and met with agents who passed on technical information. He also made friends with Jacques Prévost, an engineer who worked for Thomson-CSF, a firm targeted by the KGB.

      When Vetrov returned to Moscow, he steadily rose in the ranks of Directorate T. He oversaw the evaluation of the material hauled in by Line X agents around the world and passed on the information to the institutes that needed the information. During his time in Moscow, he became disillusioned with communist ideology and disgruntled with his position. He contacted his old friend Prévost, who served as a liaison to the DST, France’s counterintelligence agency, and offered to spy for the West. He started passing information to the DST in the spring of 1981 under the code name “Farewell.” By the time of the murder in February 1982, he had passed on more than 3,000 secret documents outlining how the KGB and GRU’s department for stealing Western scientific, technical, defense, and industrial secrets operated. He also passed on the names of 250 Line X officers who worked in embassies around the world along with the names of 57 foreign agents who stole scientific information concerning electronics, computers, weapons systems, and aerospace and nuclear technology (to name some of the most important areas of interest).2

      The French quickly shared this information with American officials. During a G7 summit in Ottawa, Canada, in July 1981, President François Mitterand informed President Ronald Reagan about this remarkable mole and his haul. The information was eye-opening. Soon after, Reagan called the episode the “greatest spy story of the twentieth century.” But more importantly, Reagan informed the CIA, which hatched an audacious plan to sabotage the Western technology stolen by the Soviets. In the hands of Gus “Dr. Strangelove” Weiss, who worked at the National Security Council, many companies were persuaded to alter their machinery to fail upon arrival or to explode. The CIA may have also engineered the sabotage of the trans-Siberian gas pipeline.3

      Despite the fact that the West expelled most of the KGB officers in embassies abroad and neutralized their agents, this is not why Vetrov’s treachery was uncovered. Instead, he apparently wrote incriminating letters from jail cryptically describing something big he was involved in before the murder. The intrepid KGB matched his handwriting in the letters with the handwriting in material he had given to the West.

      Until Vetrov defected to France and Mitterand shared the intelligence with other leaders, the West did not realize the scope of the industrial defense espionage occurring against them. Although Werner Stiller had defected from East Germany in 1979 and revealed East Germany’s extensive industrial espionage, Western intelligence officials did not realize that the East German effort was just one cog in a complex Soviet-manufactured wheel. After the United States was provided with the information brought to the West by the mole and the defector, it launched a massive campaign to stop the flow of Western technology and intellectual property by increasing scrutiny at customs and other choke points for technology transfer in an operation called Exodus.

      The Vetrov story is emblematic of industrial and atomic espionage and offers an entry into the modern twentieth and twenty-first century variety. Not only does it illustrate the acquisition and transmission of industrial secrets, but it also portrays state-sponsored industrial espionage, a new form of large-scale espionage launched in the twentieth century primarily by the Soviet Union and the East Bloc to acquire knowledge from the West. Traditionally, industrial espionage was a company versus company affair or was the act of a lone spy stealing trade secrets and taking them to a competitor for commercial advantage. Although this sort of industrial espionage still exists, state-sponsored espionage is a much larger enterprise and is now perceived to be a threat to a nation’s hegemonic status.

      In the early twenty-first century, China also began to conduct the same kind of massive state-sponsored industrial and economic espionage against the United States and caused alarm bells to ring in the US counter-intelligence community. FBI director Christopher Wrey reported in 2021 that the bureau opened investigations into Beijing “every ten hours” and that China’s push for “global power” posed a threat to American national security and the economy.4

      Whatever we call these activities—intellectual property theft; commercial, industrial, or military espionage; scientific-technical espionage; or just plain old spying—stealing such secrets as a nation-state effort was a new development for industrial espionage and is the focus of this chapter. Both traditional industrial espionage and state-sponsored industrial and military espionage are, essentially, illegal technology transfer. As such, they involve acquisition of secrets as a first step and the integration of those secrets into the home country’s industries or weapons arsenals as the second. It is not enough to steal the secrets; the real mark of success for industrial espionage is the reproduction of the target product or the integration of industrial or military secrets into a country’s economy or national security efforts.

      But state-sponsored industrial and atomic espionage can only be understood by peering into the past to learn about the characteristics and motivations of traditional industrial espionage before we turn to the topic of atomic espionage.

      
        Both traditional industrial espionage and state-sponsored industrial and military espionage are, essentially, illegal technology transfer.

      

      
        Industrial Espionage

        Industrial espionage has a long history. It even predates the industrial revolution. Some historians go way back in time to include the discovery of silk production techniques as part of industrial espionage. For some, industrial espionage includes trade secrets, such as the secret sauce. But one of the first major turning points in the history of industrial espionage is the story of the transfer of porcelain secrets from China to Europe.

        
          Porcelain Espionage

          François Xavier d’Entrecolles, a French Jesuit priest who was sent to China as a missionary in 1698, is considered one of the first industrial spies. His mission included spreading the gospel, but he also learned about local customs and practices from the Catholic converts to whom he preached. He lived in Jingdezhen, the secret city of porcelain production. When he lived there the city had a million workers and 3,000 kilns that lit up the night sky with an artificial red-orange glow.5 Meanwhile, in Europe there was great demand for porcelain. Hard porcelain was considered “white gold,” because it brought the same riches to its creators as gold.6 Porcelain was a prized possession and considered a big improvement over clay pottery because of its smoothness, elegance, and durability. Europeans imported millions of pieces of porcelain from China (hence the word china for tableware). D’Entrecolles visited porcelain manufacturers numerous times, but it wasn’t until 1712 that he wrote a detailed letter home describing the material and steps needed to produce hard porcelain using the substance kaolin, a raw material he had also sent to French chemists.

          Then a British spy, Thomas Briand, who had worked at the French porcelain factory in Sevres, stole the process. Father d’Entrecolles’s letters were reproduced in a history of China, and this information allowed the British to develop their own porcelain industry. The British artist Thomas Frye even took out a patent on a porcelain formula.7

          The French and British resorted to industrial espionage to develop sought-after porcelain ware, but a German alchemist seems to have worked it out independently. Johann Friedrich Böttger, who was more interested in producing gold than porcelain, was forced by Frederick  Augustus, the Elector of Saxony, to produce porcelain under threat of death because of his previous alchemical work. Böttger complied by reproducing the Chinese formula using the research of another German chemist.

          Dresden, the center of porcelain production in Germany, quickly became a hotbed for spies and secret agents. Every inn within a couple of miles of the factory had spies as guests who chatted up, and slept with, the daughters of platemakers. Workers betrayed porcelain production secrets to other countries, and others sold fake secret processes to make money.8

          The porcelain story is an early example of illegal technology transfer between nations. It was successful and had a huge impact. Porcelain was a prized possession, but it also became an integral part of society’s cupboard. The story shows the importance of patents because the secret was then made available to the community, but it also illustrates the danger of a monopoly and the limits of a patent.

          As the French scientist Bergier points out, patents alone were not enough to reproduce products or processes. Know-how was also needed.9 When William Cookworthy patented porcelain, his successors needed additional knowledge to reproduce the process.

          Industrial espionage was a good reason to develop patents and sparked their increased use during the nineteenth century. Patents protected an inventor’s and companies’ investments in their design while allowing others to further develop the process; after the death of the original inventor (or patent filer—not always the same person!), others could develop the process or product. But the reverse effect could also occur: after using information provided in a patent, researchers might need additional information only available through espionage.

        
        
          Textile Industry

          History is littered with similar cases of industrial espionage, but another watershed moment was the American acquisition of textile manufacturing details, which helped transform the United States into an industrial giant. When Samuel Slater, an Englishman who was the superintendent of Richard Arkwright’s mill, left England for America in 1789, he brought with him his knowledge of a new water mill used to drive textile machines. Britain had placed strict export controls on such trade secrets and the people who knew them, but Slater had memorized the plans and manufacture process and slipped out of the country. The year after he arrived in America, he set up the first water-powered cotton mill in America together with Quaker merchant Moses Brown. His efforts were so successful that President Andrew Jackson called him the “father of the American industrial revolution.” The British, however, were not so flattering in their description. In towns he had betrayed, he was known as “Slater the traitor.”10

          A few decades later, Francis Cabot Lowell went to England with his family, allegedly for health reasons, but while there he toured every factory he could. He was looking for the crown jewels of the British textile industry—the secrets of the Cartwright Mill. Like Slater, Lowell memorized all he could and packed no incriminating physical evidence in his bags on his return. When he was searched, inspectors found nothing.11 Once home, his success at transferring the secrets of the Cartwright power loom helped build America’s industrial might. As historian Doron Ben-Atar points out in his book Trade Secrets, “the United States emerged as the world’s industrial leader by illicitly appropriating mechanical and scientific innovations from Europe.”12

          

          * * *

          Of course, much of traditional industrial espionage rarely leads to world-altering events. Instead, the rival company saves on research and development costs or improves their ability to reproduce a rival’s product. One of the most famous cases of the theft of trade secrets in the late twentieth century was the case of the Gillette razor. In 1997, Steven Davis, an employee at Wright Industries, a contractor for the famous Gillette Company, stole and passed on the top-secret design of the Mach 3 triple blade razor to competitors like Bic, Schick, Warner-Lambert Co., and American Safety Razor. He was a disgruntled employee who was angry at his boss for not promoting him. He wanted to ruin Gillette’s future as he thought Gillette had ruined his own; he did not ask for money in exchange for the goods. But the repercussions of this theft were quickly nipped in the bud when Schick reported it to the local FBI office. Nevertheless, Gillette estimated that the loss of their monopoly on the design cost them $1.5 million.13

          The Gillette case was not an isolated incident. After the end of the Cold War there had been a marked increase in industrial espionage. As a result, Congress passed the first law to protect the intellectual property of trade secrets in 1996: the Economic Espionage Act. This act led to a crackdown on industrial espionage and an increase in prosecutions in the United States.

        
      
      
        Soviet Industrial Espionage

        This chapter opened with the story of Vladimir Vetrov and Soviet state-sponsored espionage during the Cold War, but Soviet scientific-technical espionage extends back to the early twentieth century. In fact, it was the most widespread type of espionage conducted by the Soviet Union, which had been appropriating foreign technology for decades centuries. Not all technology transfer is illegal. One case is the legal transfer of US tractor technology, and Ford tractors themselves, to the Soviet Union in the 1920s and 1930s.14 The Soviet government established a trade foothold in the United States through Amtorg, the Soviet-American Trading Corporation. By World War II, Amtorg had become a central part of Soviet espionage abroad and a convenient cover for spies, and illegal technology transfer became a central focus of Soviet espionage efforts.

        
          Atomic Espionage

          One of the most famous cases of Soviet technical espionage was the atomic espionage conducted by the Soviet Union against America and Britain during World War II to learn everything it could about US and British nuclear research and weapons development. Although the story of the execution of Julius and Ethel Rosenberg in 1953 is well known, recently new information has come to light that shows the extent of the infiltration of US and British atomic installations with even more important spies such as Klaus Fuchs and Ted Hall. The story of atomic espionage also allows us to explore the question of whether and to what extent the espionage effort helped, one of the most central and neglected questions about scientific-technical espionage.

          When Berlin-based scientists discovered nuclear fission in 1938, they never imagined that just seven years later it would enable the United States to drop an atomic bomb on Hiroshima and change the course of history. A nuclear reaction releasing a lot of energy could be used as a source of electric power—or to produce an explosion. As a result, Britain, the United States, Germany, France, and the Soviet Union launched major research projects on nuclear chain reactions.15

          By March 1941, the British Maud Committee, consisting of six physicists, concluded in a top-secret report that an atomic bomb could be built in two and a half to three years and was necessary for the war effort. These conclusions led to the creation of an atomic bomb research project in Britain code named the Tube Alloys project. While British officials passed the report on to their American counterparts, a Soviet spy, John Cairncross, one of the Cambridge Five, passed it on to his Soviet spymasters in Moscow. The race was on.

          Cairncross was not the only spy who knew about the British atomic bomb efforts. Klaus Fuchs, a German physicist who had emigrated to Britain from Nazi Germany, joined the Tube Alloys project in 1941 and became a naturalized British citizen in 1942. In August 1941 Fuchs contacted another German Communist refugee, Jürgen Kuczyinksi, who gave him a contact in the military attaché office at the Soviet Embassy in London. Fuchs walked into the embassy to tell them about his research on the British atomic bomb project and isotope separation. Jürgen’s sister Ursula (Sonya) Kuczynski became his courier to the GRU, Soviet military intelligence. Soviet officials were especially interested in the scale of the project. But more importantly, Fuchs was sent to the United States as part of the British mission in December 1943 to work on the Manhattan Project. He eventually made it to Los Alamos, where he could acquire detailed information about the bomb’s design.16

          Klaus Fuchs has often been considered the most important atomic spy, in part because more was known about his story. He had confessed in Britain in 1950, where he had returned to work after the war. His confession set off a chain reaction of exposures in the United States, starting with the arrest of his courier, Harry Gold, and David Greenglass, a machinist at Los Alamos. These arrests then led to the unmasking of Julius and Ethel Rosenberg. Greenglass’s importance to the atomic espionage story was not in the material he gathered but the fact that he testified against his sister, Ethel Greenglass Rosenberg, to protect his wife. Ethel Rosenberg went to the electric chair; David Greenglass served nine years in prison.

          Theodore “Ted” Hall, an American physicist and child prodigy, was as important as Fuchs in the atomic spy story. He volunteered to work for Soviet intelligence when he was only nineteen years old, earning the code name “Youngster.” Like Fuchs, Hall was stationed at Los Alamos in New Mexico.17 He was questioned by the FBI in 1951 after being implicated in intercepted and decrypted Soviet messages, but did not confess and escaped prosecution. He then moved to England after the war and lived a quiet unexposed life as a biophysicist. He was not publicly exposed until 1995, after the declassification of the so-called Venona intercepts of Soviet communications from World War II.

          It was not until 2019 that historians Harvey Klehr and John Earl Haynes uncovered yet another atomic spy stationed at Los Alamos. His name was Oscar Seborer, codenamed GODSEND, but it is not yet clear what type of information this fourth spy at Los Alamos passed on to Moscow. A secondhand source reported that he “handed over to them the formula for the ‘A’-bomb.”18

          The Soviet nuclear physicist Igor Kurchatov, who became the director of the Soviet atomic bomb project in 1943, found the intelligence information valuable and sent informants requests to fill in gaps in his knowledge. He knew that the Manhattan Project consisted of an enormous group of scientists and engineers “on a scale unseen in the history of world science.”19 By early 1945 he had learned about the plutonium bomb from spy sources.

          At Los Alamos, scientists and engineers had initially created a bomb using the element uranium—specifically U-235, a fissionable material that started a chain reaction using a gun-type device. But enriching uranium with U-235 took a long time. Therefore, scientists tried using plutonium, another element that could create a chain reaction and was easier to acquire. The only problem was that the gun-type mechanism did not work with plutonium because spontaneous fission occurred too quickly and the device would fizzle out. Scientists turned to an implosion device.20

          Ted Hall was the first Soviet spy to supply information on the design of the implosion mechanism of the plutonium bomb to the Soviets. Fuchs later fleshed out the description of the implosion mechanism in more detail, providing reports on the “high spontaneous fission rate of plutonium.” By June, Fuchs was able to pass on complete information about the plutonium bomb along with the news that scientists planned to test it at Alamogordo in July 1945.21

          Atomic spies also supplied important scientific information on nuclear reactors, physical data, isotope separation, and news of the success in creating a nuclear fission chain reaction in December 1942 to the Soviet Union. By February 1945, they learned that the United States was planning to test the uranium atomic bomb by April or May.22

          A new and open source of information became available in August of that year, soon after the atomic bomb was dropped on Hiroshima: the Smyth Report. On August 12, 1945, the US government released physicist Henry DeWolf Smyth’s official history of the Manhattan Project as a report. The history revealed the basic structure and development of the US atomic bomb project, while leaving out highly sensitive scientific information such as the need for an implosion trigger for a plutonium bomb. As historian Michael Gordin writes, the report was about as exciting as the “instructions for filling out income-tax returns” with its numbered paragraphs and dull prose.23 But the Soviet Union found the information enormously helpful for their own project. In fact, their spies had already pilfered drafts of the report earlier in the year, giving them a head start. The Soviet Union quickly translated the report and printed it as a book with a 30,000-copy print run. When the report was released, it became public, not secret, knowledge. Even though it omitted many of the technical details acquired by spies, and was not as “sexy as espionage,” it provided a holistic picture of the Manhattan Project whereas spies’ material necessarily arrived in bits and pieces.24 Put together, the spy haul and the Smyth report helped the Soviet Union save about two years in research and development time. The Soviets also discovered 100 tons of uranium oxide in Germany when they invaded in May 1945.25

          Although Kurchatov had access to spy material during World War II that helped accelerate the project, it was not until after the United States dropped atomic bombs on Hiroshima and Nagasaki in August 1945 that the Soviet Union launched an industrial-scale effort to build a bomb. The undertaking employed hundreds of thousands of people in factories and industrial centers across the Soviet Union. By 1949, they had built a bomb dubbed First Lightening and tested it at the Semipalatinsk Test Range. The West dubbed the Soviet copy “Joe-1” (presumably after Joseph Stalin) because it was an exact replica of the American plutonium bomb “Fat Man.”

          Soviet atomic intelligence was one of the most successful espionage efforts of the twentieth century. Not only did the extensive collection of material by key sources alert the Soviet Union to the enormous US effort and provide helpful scientific information, but spies’ information was successfully incorporated into the Soviets’ own efforts. They were able to save on research and development time and build a bomb that worked.

        
        
          Cold War Espionage

          After the success of atomic espionage, the Soviet Union continued to steal scientific and technical secrets from the West. During the Cold War, another large-scale espionage effort emerged in the Soviet Union: using stolen secrets to help the lagging computer industry. This effort was even larger than the atomic bomb espionage program because all the East Bloc allies could aid in the collection of material. East Germany was especially successful at recruiting agents in key computer institutions, acquiring the material, and passing it on to scientists and engineers. Unfortunately, the East Bloc could not duplicate the success of the atomic bomb espionage effort. While the Soviet Union created clones of IBM computers called the RYAD series, in East Germany spy secrets were not enough to build a computer industry to match the fast-moving capitalist model of computer technology. Integrating the stolen knowledge into a weak infrastructure for science and technology proved difficult and ineffective.

          
            Nations worry about scientific-technical espionage because the transferred technology has the ability to rearrange global power status.

          

          

          * * *

          State-sponsored industrial espionage of the sort carried out by the Soviet Union in the twentieth century is still very much alive. Chinese industrial espionage is the new Soviet industrial espionage. Traditional company-to-company espionage still exists as well.

          Nations worry about scientific-technical espionage because the transferred technology has the ability to rearrange global power status. When America copied key components of the British textile industry, it became an industrial giant. After the Soviet Union built an atomic bomb based on secrets acquired from the West, it changed the course of history by providing the Soviet Union with geopolitical leverage. Many more countries then sought the bomb to increase their power in the world. Today, the FBI worries that the fruits of Chinese espionage will propel China to world power status surpassing and supplanting the United States. Clearly, this sort of espionage is not trivial. Despite the importance of industrial espionage, it is usually not included in general overviews of the history of espionage. That narrative should change.
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        Techno-Spies

      
      In 1941, Derryfield N. Smith, an Air Force Lieutenant intelligence officer, penned an article entitled “Mata Hari with a Glass Eye.” In it, he proclaimed “widespread technological unemployment among spies” because of the advent of the aerial camera. The cartoon at the beginning of the article depicts a disheveled man with a beard holding a sign that says: “Unemployed~~~~1st Class Spy.” But he also saw the merits of an aerial camera: “Without passport, false whiskers or invisible ink, the aerial camera . . . can make an instantaneous record” of a single area in one picture that could lead to victories in war. A single reconnaissance flight hauled in 500 or more photographic reports. It supplied 80 percent of military information in 1941.1 If we fast forward to 2013, the year Edward Snowden leaked documents about the National Security Agency, we learn that the NSA could collect billions of communication records in a single day. The days of Mata Hari might have been over, but the days of information overload had begun.

      
        [image: ]

        
          Figure 4 The rise of technical intelligence threatened the livelihood of human spies. This cartoon was contained in Derryfield Smith’s article on photointerpretation: “Mata Hari with a Glass Eye.”

        
      
      Although human spies continued to play a major role in collecting secret information among all the great powers during World War II, the war saw the advent of the widespread use of aerial reconnaissance to gather military information. Just as radio transformed communications intelligence during World War I, so also did aerial reconnaissance alter the collection of military intelligence during World War II. Espionage technologies began to be used in both world wars, primarily in the West, but it was not until the Cold War that these technologies were perfected and used more widely, especially by the United States.

      During the Cold War, large-scale technological espionage was not limited to aerial reconnaissance. Because of the United States’ propensity for using technical solutions to solve problems, intelligence agencies developed a dizzying array of technological wonders to serve as mechanical eyes and ears abroad. Intelligence agencies planted spies in the sky, in the ether, underground, in the water, and in the mind. They even tried to turn a cat into a listening device (more on “Acoustic Kitty” coming). In fact, the United States had, and has, the whole globe covered with planes, satellites, drones, radios, electronics, tunnels, and submarines.

      The United States was not the only country to use technology in espionage; the British had already made clever and effective use of communication interception as well as aerial reconnaissance during both world wars. One might describe their pioneering efforts in communication and signals intelligence as Mata Hari with a hearing aid. This appellation is especially apropos because the British had a knack for combining technical intelligence with secret agents, especially double agents.

      In contrast to the Anglo-American efforts in creating mechanical eyes and ears, the Soviet Union continued its strong tradition of using human spies during the Cold War. In addition to having an old tradition of espionage dating back to Tsarist Russia, the Soviet Union’s closed society prevented Western spies from gaining easy access to secret information, whereas the open society of the United States made it a soft espionage target. As we saw in earlier chapters, by the early Cold War the Soviet Union had already infiltrated what it called the “main enemy”—the United States—with an army of spies in all sectors of society with a special interest in collecting information on science, technology, and military secrets like the atomic bomb.

      Although the Soviet Union had launched the first satellite in world history, the famed Sputnik, in 1957, it generally lagged behind the United States in developing and using reconnaissance satellites. It did, however, produce military reconnaissance satellites such as the Zenit, which was in orbit between 1961 and 1994 and became public. Although spy satellite technology is secret, their cameras usually have much better resolution (this technical edge seems to have been lost with the advent of sophisticated commercial satellites and imagery available in the 2020s). Soviet intelligence did not appear to use these as widely as the United States during the Cold War and routinely denounced America’s use of other types of aerial espionage such as spy planes as violations of their air space.

      Moreover, spy technology was, and is, expensive, and the United States seemed to have limitless funds for costly experimentation. Part of the funding came from the Department of Defense, and congress approved using taxpayer money for expenisve technology. By the time of the 2016 US election, however, Russia had caught up in the relatively inexpensive domain of cyber warfare, influencing the election through hacking and social media manipulation.2

      
        TECHINT and HUMINT

        In the bafflegab of the intelligence community, technical intelligence is often referred to as TECHINT and human intelligence as HUMINT. Humans, in the form of secret agents or spies, have always been at the heart of collecting secret information—what is seen as classic, old-fashioned espionage. By the time of the Cold War, however, technological espionage was central in the acquisition of secret information. The rise of technical intelligence in the United States and the diminishing emphasis on using humans to collect information led to a debate within the intelligence community about the relative merits of one collection method over the other. Proponents of technical espionage espoused the idea that machines do not lie, betray, get thrown into jail, get tortured or killed, or turned into double agents. Because machines do not possess a long list of human weaknesses, they also cannot be persuaded by the enemy to betray their own country. However, this technological optimism overlooks the fact that technology does not run or build itself. There are numerous historical examples of the ways in which humans have betrayed technical systems. Some familiar examples include double agent George Blake’s betrayal of the Berlin Tunnel, John Walker’s passing on technical navy secrets to the KGB, and Christopher Boyce’s and Lee Dalton’s sale of US reconnaissance satellite technology to the KGB.

        Proponents of human-intelligence gathering also argued that technical intelligence does not provide information about the intentions of the enemy. A black-and-white aerial reconnaissance photograph of a missile factory does not tell the viewer when, if, and how the missiles will be used. Additionally, humans are more flexible than machines. A case officer can ask follow-up questions and direct an agent to specific collection targets. Ideally, both methods used together should achieve the best results.

        The Soviet Union was the main motivation for the increased use of technical intelligence by the United States in the 1950s. US intelligence agencies had failed miserably in their attempt to send spies to the Soviet Union. The Soviet Union’s tight net of counter-intelligence had caught, and its officials likely executed, most of the spies sent to the country through parachute drops, by land, or by sea.3 Conversely, the Soviet Union continued to use its global network of human spies to conduct espionage. For both countries, it was part of tradition and culture. The United States had a long history of applying technological innovation to solve problems, whereas the Soviet Union had a long history of conducting espionage using secret agents and informants.

      
      
        A Proliferation of Mechanical Ears

        Although people have been communicating secretly for thousands of years, it was not until the early twentieth century that the process of encrypting messages became mechanized. When the German inventor Arthur Scherbius developed the Enigma machine, an electro-mechanical encryption device, he tapped into twentieth-century technology to replace pencil-and-paper ciphers with mechanized ones. Unfortunately, Scherbius died in a horse carriage accident in 1929, but his machine lived on in infamy. The cipher machine was used extensively by the Nazis during World War II,4 but it proved not as impregnable as originally thought. Unbeknown to the Nazis and building on the work of Polish mathematicians, the British succeeded in intercepting and reading the Nazis’ communications. The information the British gathered enabled them to feed other misinformation, or chicken-feed, to their large stable of double agents—Nazi agents they had turned to work for their side. This is known as the “double-cross” system and is one of the most ingenious and successful combinations of human intelligence and technology in espionage history. Some historians think that the haul from the double-cross agents helped shorten the war. At the very least, several agents led the Nazis to believe that the allies were going to land in Pas-de-Calais instead of Normandy on D-Day.

        The United States also had its cryptological successes in World War II. Aside from breaking the Japanese diplomatic code Purple, in 1943, the US Army Signals corps began to decipher encrypted Soviet communications from the Soviet Embassy in Washington, DC, to Moscow. This project, codenamed VENONA, helped unmask hundreds of Soviet spies in America, including Julius and Ethel Rosenberg and other atomic spies (see chapter 4).

        The World War II cryptographic successes led to fruitful postwar collaboration between the British signals intelligence agency, the GCHQ (Government Communications Headquarters), and the new American NSA (National Security Agency). This cooperation led to a passing of the global espionage torch from the British to America during the Cold War whereby America became the leader, although the Anglo-American intelligence relationship remains very strong. Signals intelligence (SIGINT) in many ways replicates the intelligence haul from human intelligence because it includes eavesdropping and the ability to listen in on conversations (it also includes COMINT [communications intelligence] and electronic signals in the ether such as radar and weapons [ELINT]).

        
          From the Great Seal to Acoustic Kitty

          Aside from the lofty forms of intercepting electronic communications, scientists in the 1940s and 1950s developed electronic listening devices, also known as “bugs” or “wires.” Thanks to Hollywood’s dramatized intrigue and skullduggery featuring “bugs” in film during that time, they are more widely known among the public than the abstruse world of signals intelligence. James Bond, for example, could be found scanning a hotel room to find and remove a bug or the feds might hide a microphone under the shirt of an informant.

          It would seem that the work of intelligence agencies to creatively hide bugs was not so different from Hollywood’s. When Averell Harriman, the US Ambassador to the Soviet Union, received a gift of a carved wooden plaque replica of the Great Seal of the United States from the Young Pioneer Association in 1945, he never imagined it might contain a very small bug. The plaque hung in his residential library at the Spaso House in Moscow for seven years before it was uncovered in 1952. The bug was a passive listening device and was only activated when it sensed a sound; it was developed by the famed Russian innovator Léon Theremin, who also invented the theremin electronic instrument. After the bug was discovered, US and British spy agencies copied, or reverse engineered it, for their own purposes.

          As complicated as bugging the plaque might seem, nothing could ultimately compare to the CIA’s attempt to plant a listening device in a cat to create a feline secret agent. The idea to turn a cat into a mobile listening device was ostensibly inspired by the observation that an Asian head of state’s usual meeting place included cats wandering in and out of the area. Since feral cats were commonplace in the country, someone in the CIA (no records exist to verify the person’s identity) was inspired to wire a cat and send it into such meetings, hoping it would blend in with the other ones the officials ignored.5

          Project “Acoustic Kitty,” as it came to be called, was born in the early 1960s at the CIA, fast on the heels of the notorious mind control experiments with humans. It is not clear why scientists at the CIA thought they could control a cat by implanting audio technology while the effort to control humans through LSD and other scientific methods had already failed miserably. But as part of the MKULTRA project there were other animal projects, and even schemes to implant electronics in brains.

          The Office of Technical Services (OTS), where the research was carried out, gave its scientists a license to play. It was the same unit that developed zany methods to eliminate Fidel Castro in Cuba including making his beard fall out and poisoning his cigar or wetsuit. It seemed like there were unlimited resources available for projects. The Acoustic Kitty project alone reportedly cost at least $10 million to conduct.6

          Turning a cat into a walking bug did not simply involve placing a device on it. Unlike a human ear, a bug will pick up all the sounds around without filtering them. If a listening device is placed on a park bench, the eavesdropper will hear cars honking, birds tweeting, papers rustling, children screaming, all mixed in with the human targets’ voices. In humans, the cochlea filters out these sounds, but because the technicians failed at creating an artificial cochlea, they came up with the idea of using the cat’s cochlea instead. They began by imbedding a ¾-inch transmitter at the base of the cat’s skull where there is a natural space between the skin and the flesh—also known as the scruff. Then they attached an antenna to the transmitter and placed it deep into the cat’s fur. Finally, they planted a microphone in the cat’s ear. That concludes the technical—and straightforward—part of the story. As everyone knows, cats are finicky and hard to control. Although technicians succeeded in directing the cat to a short target in the confines of a room during initial testing, when they took the cat to a Washington, DC, park to target two people sitting on a park bench, the plan took a turn for the worse. According to Victor Marchetti, co-author of the exposé and critique The CIA and the Cult of Intelligence, the CIA operators told the cat: “Listen to those two guys! Don’t listen to anything else—not the birds, no cat or dog—just those two guys!” They put him out of the van, and a taxi comes and runs him over. There they were, sitting in the van with all those dials, and the cat was dead.7 That cat certainly did not have nine lives, nor did the project. It was aborted because of its impracticalities. Even so, a highly redacted memorandum praises a scientist [name redacted] for “energy and imagination” that could be “models for scientific pioneers.”8

        
      
      
        Spies in the Sky

        The CIA seemed to have more success in creating and operating spies in the sky rather than controlling humans and animals on earth. From the mid-1950s to the early 1960s, the United States successfully developed and flew an innovative high-altitude spy plane and realized previously discarded plans for a “world-circling” machine—the satellite. These two stunning technological achievements created an intelligence revolution in collection, but there was one major problem: analysts were soon overwhelmed with the amount of information hauled in.

        As discussed earlier, one of the reasons the United States turned to TECHINT was the CIA’s inability to run human spies in the Soviet Union. But America’s lack of success in peering inside that closed society, or “denied area” in their parlance, was not limited to human spies. The Soviet military shot down the US Air Force’s peripheral flights around the USSR, resulting in a push to develop higher-altitude reconnaissance planes. When Kelly Johnson from the Lockheed Corporation proposed a high-flying glider with an engine, the army vetoed the idea because they could not attach a bomb to it. The CIA and Edwin Land, of Polaroid fame, however, supported it, along with Eisenhower, who preferred that a civilian agency fly the plane to avoid any acts of war, which are triggered if military targets are fired upon. Thus was born the U-2 spy plane.

        Eisenhower became increasingly enthusiastic about the U-2 spy plane after Land’s frequent White House visits and enthusiastic discussions about technology, although he simultaneously had deep reservations about reconnaissance over the Soviet Union for fear of starting a war. This concern led him to propose the “Open Skies” initiative to Khrushchev at the Geneva summit conference in the summer of 1955 (while the U-2 was still under construction). The proposal would allow each side to have an airfield in the other country and to conduct aerial photography in the United States and the Soviet Union. Unsurprisingly, Khrushchev rejected the proposal. But while it was under consideration, Eisenhower told his advisers: “I’ll give it one shot. Then if they don’t accept it, we’ll fly the U-2.”9 They flew the U-2.

        The President understood the urgent need for intelligence on the Soviet Union’s military capacity, and there had been an increase in Bison bomber airplane sightings. There was also national anxiety about the Soviet Union surpassing the United States in guided missile development. The Hycon company cameras attached to the U-2 took thousands of photographs of military installations in the Soviet Union. The photographs showed that the Soviet Union did not have many more bombs or missiles than the United States did; there was no bomber gap or even a missile gap, as John F. Kennedy had claimed before he became president.

        During the 1950s, the existence of the U-2 remained secret, but that changed on May 1, 1960, when Gary Powers was shot down over Soviet air space in the U-2. He was arrested and imprisoned, spurring an international crisis just two weeks before the much-anticipated Big Four (Eisenhower, Nikita Khrushchev, General de Gaulle, and Harold Macmillan) East-West Peace Summit was set to take place in Paris. Unsurprisingly, the US-Soviet relationship deteriorated as Eisenhower refused to apologize to Khrushchev for the incident, and the summit was ultimately canceled. The discovery of the U-2 did not halt reconnaissance flights, but rather led to the development of more stealthy planes that could fly faster and at higher altitudes (such as the Blackbird SR-71) or which were remotely controlled, unmanned drones.

        Outside of Soviet air space, the U-2 spy plane scored a major public success when its cameras took pictures of medium-range missiles in Cuba. Arthur Lundahl’s fuzzy aerial reconnaissance image boards presented to President John F. Kennedy became iconic symbols of the power of American technology. This information allowed Kennedy to avert the larger crisis of a nuclear attack against America. The thirteen days following the missiles’ discovery were celebrated as one of Kennedy’s most successful presidential triumphs, although it was actually human sources that “discovered” missiles in Cuba. The U-2 spy plane cameras provided the visual evidence on which Kennedy could act,10 underscoring the importance of TECHINT and HUMINT working together to achieve intelligence aims.

        Six months after Gary Powers’s plane was shot down, the United States successfully launched a satellite into space, on its thirteenth attempt: the previous twelve attempts had been failures. Dubbed “CORONA” by the CIA, the spy satellite was designated Discoverer-13 to the public and its cover story was that it was on a scientific research mission. The CIA had a special department headed by Richard Bissell to concoct cover stories for spy technology, especially technology that could not escape public notice, such as a satellite. The first successful CORONA launch to include a camera was the fourteenth try, and this mission alone brought back more photographic information about the Soviet Union than all the U-2 missions combined.

        During the early years when the famed CORONA reconnaissance satellite was collecting images, the information on film came to earth via the “bucket-catching system.” The idea was to catch the film in a gold-plated bucket attached to a parachute before it landed in the ocean. Big cargo planes would then swoop down and haul in the bucket using winches secured to the floor near the back opening of the plane. This seemingly primitive film-return method grew out of the US experience using enormous camera-carrying balloons to view the East Bloc and the Soviet Union during the 1950s. The shortcoming of the bucket-return satellites was that the images often came too late: for example, pictures documenting the building of the Berlin Wall and the 1968 Soviet invasion of Czechoslovakia came after the fact.

        The efforts during the 1960s and 1970s to develop a real-time reconnaissance satellite that could send images to Earth finally came to fruition in December 1976 with the launch of the KH-11, codenamed KENNAN, a project spearheaded by the CIA and its California contractor Lockheed. Images started to beam back to the United States on the same day Jimmy Carter was inaugurated as the 39th President of the United States of America, January 20, 1977. The KH-11 not only monitored foreign countries, it also documented Carter’s inauguration in Washington, DC. When Carter saw the KENNAN images of his inauguration, his first move was to use them in his arms control work, whereby the notion of “verification by national technical means” (NTMs) was born. Carter, for example, was able to monitor how many missiles the Soviet Union had before the never-ratified second Strategic Arms Limitation Treaty (SALT-II).

        Unlike the film-return satellites, the KH-11 sent back images every hour of every day. Analysts were overwhelmed with data. At that point the CIA did not have computers powerful enough to process the material, nor programmers to write the necessary code, nor analysts to look at the results and process them. The CIA felt as though they were being choked.

        The National Photographic Interpretation Center (NPIC), the major office for imagery analysis, needed to expand. Originally staffed by a handful of photo-interpreters, it quickly grew to match the increasing technical capabilities of spy planes, satellites, and their product. Arthur C. Lundahl, a World War II aerial reconnaissance veteran, geologist, and hobby photographer, was an imaginative and towering personality as head of NPIC. He had become the public face of imagery analysis during the Cuban Missile Crisis and had a gift for reporting achievements to presidents and policymakers. Lundahl, who had a good working relationship with President John F. Kennedy, explained to him in one of his early briefings that the U-2 camera could photograph a swath of about 125 nautical miles wide and 3,000 miles long on more than 10,000 feet of film. He invoked the image of Sherlock Holmes scanning evidence with a large magnifying glass. “Imagine a group of photo interpreters on their hands and knees scanning a roll of film that extended from the White House to the Capitol and back,” Lundahl said in his typical easy-to-understand way. Kennedy always remembered this analogy and asked Lundahl to repeat it when other officials were briefed at the White House.11 However, those figures only referred to one mission. Imagine how many thousands of feet of film were produced by 200 or 500 missions in a year. Investigators would barely have time to crawl on their hands and knees from the White House to the Capitol and back. And those images came only from the U-2 spy plane. As intelligence agencies turned to satellite imagery after 1960, the volume of images increased exponentially.

        Originally housed at the decrepit Steuart Motor Car Company building in downtown Washington, DC, by early 1963 NPIC had moved to what became known as the “Lundahl Hilton” (Building 213 at the Washington Navy Yard), where the floor space increased from 50,000 feet to 400,000 square feet. Staff had increased from 300 to 1,300 people at its peak. Even so, there was still information overload at the Lundahl Hilton.

        When NPIC developed an emblem in the mid-1960s, it depicted the head of an unhappy-looking eagle wrapped in endless spools of photographic negatives, dubbed the “film-choked eagle” by staff members. In response, the intelligence community created other photo-interpretation departments, hired more staff, and bought more computers for processing. By the late 1970s, NPIC installed three hundred Delta Data terminals and the new Sperry mainframe computer, but these computers were still not powerful enough to store and analyze all the information. With the ever-increasing amount of data from the new generation of satellites, staff still could not cope, and it was impossible to review all incoming film. Sometimes the haul remained in storage unexamined.

        Developments in space and aerial technology led to the mushrooming of what should be called the military-industrial-academic-intelligence complex. Clearly, the CIA could not build its own planes and satellites. They needed to partner with private industry and the military to do so. Because the CIA and the Air Force worked closely on satellites as well as spy planes, the National Reconnaissance Office, a joint organization, was established in great secrecy in 1961 to coordinate and run reconnaissance. Officially, it did not exist until 1996 when it was revealed. Partnering with industry and the military was not the case only with the CIA; the NSA, America’s largest and most powerful technological behemoth, used the same model of cooperation.

        Despite the expense of spy planes and satellites, policy makers thought they were worth their weight in gold. Lyndon B. Johnson proclaimed that the $40 billion spent on the space program was worth ten times that amount because the United States knew how many missiles the enemy had. It turned out the guesses were way off, so the United States could stop building more ICBMs and save money.

      
      
        Spies Underneath

        The skies were not the only domain of spies: spies were underneath as well, in tunnels and under water. Around the same time Skunk Works, the nickname for Lockheed Martin’s advanced development programs, was building the U-2 spy plane, the US Army Corps of Engineers was burrowing underground in the heart of divided Berlin, Germany. The Berlin Tunnel was a joint project with British intelligence that tapped Soviet landlines, and that became a problem. By the time it was completed in 1955, George Blake, a British spy for the Soviet Union, had already betrayed it to his handlers. The Soviets let the project run for about a year and a half before pretending to discover it accidentally on a rainy April day in 1956. Despite the brevity of the expensive operation, the Ampex recorders hauled in a torrent of information. Some of it was useful, but it was too much to analyze and included much trivial information. Despite the fact that the Soviets knew all about the project, the CIA thought the information was all genuine and not planted.

        During the 1950s there was also a flurry of innovative nuclear-powered submarine developments in the United States and the Soviet Union. Submarines were initially used by the Navy as attack submarines with torpedoes, and after 1960, to launch missiles. But submarines were also used to conduct espionage by tracking Soviet submarines or by attaching listening devices to Soviet telephone cables in the deep ocean.

        Both the United States and the Soviet Union tracked each other’s submarines. By the 1980s, the United States  allegedly knew the location of all Soviet submarines, and in the event of a nuclear war, the Navy could then quickly target them for destruction. This cat-and-mouse tracking game led to dozens of underwater accidents. It also led to the discovery of a sunken Soviet diesel sub—the Golf II, which led to an audacious attempt by the US Navy and the CIA to recover it in a project codenamed AZORIAN. The CIA concocted an elaborate cover story to disguise the ship, the Glomar Explorer, and its mission, which involved hatching a plan to lift the whole submarine out of the water with an enormous claw. The Glomar Explorer was allegedly a mining ship financed by the recluse Howard Hughes. Despite investing $500 million in the project, it was a failure. The claw broke while lifting the submarine and most of the sub fell back in the water. Even so, investigators were able to recover a code book and six dead submariners, who were given a sea burial.12

        By that time, the CIA and Navy were working together in a newly founded bureaucracy—National Underwater Reconnaissance Organization (NURO); it was the underwater mirror image of the NRO. They also worked together with the NSA. One of the NSA’s notable intelligence coups involved tapping Soviet telephone lines running through international waters in the Sea of Okhotsk, an operation dubbed Ivy Bells. The United States placed pods on the lines with tape recorders that picked up messages through electrical conduction. Although most of the intelligence product has not been declassified, the United States was able to hear unencrypted conversations between Soviet officers about naval operations in the region because it was the Soviet Pacific fleet’s primary nuclear submarine base. Ultimately, the project was betrayed by Ronald Pelton, a disgruntled NSA employee who sold that secret to the Soviet Union. The United States abandoned the lines and Pelton was arrested, tried, and convicted of espionage. He was released from prison in 2015 after spending 30 years behind bars.13

        The United States also used slower-moving ships as electronic eavesdropping platforms to monitor communist countries. The public learned more about the NSA ship surveillance platforms when the USS Pueblo was caught red-handed in 1968 off the shores of North Korea. The North Koreans seized the navy ship and her crew members, holding them hostage for eleven months; one of them was killed. They also captured all the cryptographic machines and materials, passing them on to the Soviet Union. The United States had prioritized monitoring of North Korea’s opaque nuclear weapons and missile progress from the Cold War to the post-2001 terrorism era.

      
      
        Global Ears

        While the CIA was busy developing large-scale technology that served as mechanical eyes in the sky, the NSA and the British Government Communications Headquarters (GCHQ) established big ears in the ether. By the end of the Cold War, American and British signals intelligence spanned the globe, and software was developed that could intercept all mail, fax, telephone, and internet communications. James Bamford, a journalist and prolific author on the NSA, has pronounced the NSA the “largest, most costly, and most technologically sophisticated spy organization the world has ever known.”14 Its operations span the globe in an empire of surveillance, carrying on the British empire project by substituting technology for territory. Between the time of the British Bletchley Park achievements during World War II, when Britain was the signals intelligence leader, and the Edward Snowden revelations in 2013, Britain had passed the global espionage leadership torch to the United States. Even though the United States slowly became the signals intelligence leader, both countries still cooperated.

        When the NSA was founded in 1952, it paled in comparison with the already unified GCHQ. During World War II, the NSA’s predecessors had been a disparate amalgamation of various war service departments, but it quickly caught up to, and in some ways surpassed, the British when the United States government infused massive amounts of funding into the NSA, including a new $35 million headquarters in Fort Meade, Maryland, in 1957, and another $25 million invested in the world’s most powerful and sophisticated computers. Personnel also grew from roughly 9,000 employees in 1956 to about 30,000 employees in 2012. During the decade following the 9/11/2001 terrorist attacks in America, the NSA went on a spending and building spree, along with other spy agencies. An NSA/CSS Cryptological Center opened at Fort Gordon in Augusta, Georgia in 2012. Other facilities existed or opened in Hawaii, Texas, Colorado, Oak Ridge, and Sugar Grove. The NSA planned a High Performance Computing Center in Fort Meade, costing at least $3.2 billion, in 2013. The Center consumes a large portion of electricity in that part of Maryland and has its own 150 megawatt power station to provide 60 megawatts of electricity to power its supercomputers.15 The biggest data storage facility in the world opened in the desert of Bluffdale, Utah, exceeding 1 million square feet and consuming $40 million worth of electricity a year; it stores billions of e-mails, internet searches, and other metadata from phone calls, all belonging to the NSA.16 By 2013, the NSA’s budget was a whopping $10.8 billion, according to the black budget procured by Edward Snowden, making it the second most highly funded US spy agency after the CIA’s allocation of $14 billion (even though Bamford designated it the most costly in 2008, both agencies are expensive).17

        
          The NSA’s operations span the globe in an empire of surveillance.

        

        Not only did the NSA have huge banks of computers lining its cavernous walls in the basement of the headquarters building, it also began to build intercept stations around the world, an expense Britain could not afford. Britain, however, offered much of its territory at home and in its existing colonies abroad. Even though Britain was kicked out of many of its major colonies, such as India, it still retained sovereign territory in islands like Cyprus. Shockingly, it was also able to create a new colony in 1965 in Diego Garcia, a speck of an island in the Pacific, by removing the indigenous population to another island: it was part of the British Indian Ocean Territory (BIOT). The United States cooperates with Britain in Cyprus and Diego Garcia, thus expanding its territorial reach.

        During the 1960s, the NSA expanded its listening posts, including Chicksands, England as well as Germany, Turkey, Japan, Alaska, and the Philippines. In 1966 it took over the crucial site in Menwith Hill England from the Army Security Agency, where giant dish-shaped antennas and golf ball-like radomes made it jarringly visible against the pastoral landscape of sheep and green pasture. It is the largest NSA intelligence-gathering facility outside the United States. Most of its activities service US diplomatic, economic, and military needs. Strategically, its seven most important stations were in Iran, near the Soviet target, but they could also monitor Soviet missile sites from their stations in Morocco, Libya, and Kagnew Station in Eritrea, Africa.

        The Anglo-American SIGINT cooperation became worldwide, expanding into a consortium consisting of the United Kingdom, United States, Canada, Australia, and New Zealand. This grouping began in 1946 with the signature of the British-US communication intelligence agreement (UKUSA), and by the 1960s had become known as the “Five Eyes” because material produced from the group could only be viewed by those five countries. It might be more appropriate to call the group the “Five Ears” because the activities entail listening, not viewing. Not only did the five countries share material, but they also shared land. In particular, the United States profited from remote land available in Australia at Pine Gap as well as in New Zealand’s wine country. That access allowed the United States to monitor China and other Asian countries more closely.

        When the NSA could not get close to the Soviet target, it used phenomena such as moon bounce to monitor Soviet developments. US intelligence had discovered that the Soviet radar signals bounced off the moon, and that they could catch those signals and monitor them using a dish-shaped antenna that would bounce a 10,000-watt microwave signal onto the moon and back down to one of NSA’s receiving stations on land or on a US Navy SIGINT ship.18

        One of the main targets for both the British and the Americans was monitoring the Soviet Union and its satellite states. Unlike the focused targeting of the Ultra Bletchley Park project during World War II, the West continually monitored the Soviet Union and its allies throughout the Cold War to prevent a World War III or an attack using nuclear or conventional weapons. British and US listening posts in Berlin were a “SIGINT bonanza” for military intelligence. Siginters were able to determine the Soviet Union’s order of battle and penetrate low-grade systems to determine some Soviet military intentions and capabilities.19

        Despite rich funding and worldwide surveillance capabilities, the Anglo-American partners never achieved the same success that they did at Bletchley Park during World War II and the VENONA penetration of high-grade systems. Luckily, there never was a hot World War III. Even so, the success at hauling in massive amounts of information led to a failure of analysis. The Snowden documents revealed a “Collect it All” mentality, instead of a more targeted approach, begging the question: how much information is too much?

        The NSA has been much more secretive about publicizing its SIGINT and COMINT successes than its NRO and CIA counterparts. Part of the reason for this secrecy is that its operations often entail unsavory eavesdropping on enemies and friends who tend to be outraged when the eavesdropping is discovered. In the wake of the publication of many NSA documents through Snowden’s haul, in 2013, for example, WikiLeaks made public documents showing that the NSA had eavesdropped on the cell phone conversations of the Chancellor of Germany, Angela Merkel, regarding the Greek debt crisis. This act led to diplomatic tensions between the United States and Germany.20

      
      
        Domestic Ears

        Although the CIA and NSA are charged with conducting foreign intelligence, several large-scale domestic spying cases came to light during the 1970s and then again after the Edward Snowden revelations of 2013. During the 1970s, when all US intelligence agencies were under the spotlight of the Church Committee, a US Senate Select Committee charged with investigating intelligence abuses, it came to light that the NSA and its predecessor organization, the Armed Forces Security Agency (AFSA), had conducted domestic espionage starting with the interception of telegrams in 1945 (Project Shamrock), and then again, during the 1960s under Project Minaret, in which the electronics communications of Americans on a watch list were intercepted. Most of the watch-listed Americans had created alleged “civil disturbances,” including civil rights leaders such as Martin Luther King Jr., journalists, and antiwar activists.21 As a result of these cases of warrantless surveillance, the Foreign Intelligence Surveillance Act (FISA) was established in 1978 to make sure government officials obtained an approved warrant before surveilling suspects and that the agencies focused on foreign not domestic spying. However, in the aftermath of the terrorist 9/11 attacks on America, President George H. Bush authorized a warrantless surveillance program codenamed STELLARWIND. The program included activities such as data-mining databases with American’s communications, including e-mails, internet searches, telephone calls, and financial transactions. Despite the fact that the program violated FISA, American national security officials at the time were prepared to sacrifice liberty for security.

        Charges of domestic espionage resurfaced in the United States after Edward Snowden procured millions of documents from NSA computers, placed them on travel drives, and handed them to journalists in 2013. Americans then learned that their own service providers such as AT & T and Verizon were helping the NSA spy on their communications. There was a constant see-saw of overreach and pullback in US history regarding domestic versus foreign intelligence. In times of crisis and under the strictest of secrecy, agencies such as the CIA and NSA would spy domestically, then would be found out through congressional committees or whistleblowers, and the agencies would institute mandated reforms.

        The advent of cyber-espionage changed the balance of power and technical edge the United States had obtained and held during the Cold War and the early War on Terror. China and Russia began to launch wide-scale attacks on US infrastructure and companies. Among the most prominent was the Russian hack of the Democratic National Convention during the 2016 United States presidential election in an effort to tilt the election toward Donald Trump. It was a “perfect weapon” for the Russians: it was cheap, provided an element of surprise, and was hard to trace.22

        It wasn’t just other countries that began to challenge US governmental intelligence agency’s technical preeminence during the digital age. By the early twenty-first century, people and institutions with access to the internet, commercial satellites, and artificial intelligence analytics could track activities like nuclear threats that previously had been under the purview of government agencies.23 By 2020, the National Reconnaissance Office, the agency responsible for building and operating spy satellites, was spending $300 million a year to buy commercial satellites and imagery.24

      
      
        Conclusion

        Technology gave the United States the ability to haul in an enormous amount of information. It was, of course, more difficult to analyze and use the information than to collect it. As a result, the intelligence community suffered from information overload. Despite many successes coming from technological espionage, such as determining there was no bomber or missile gap or discovering missiles in Cuba, there were many missed national security threats, such as the surprise 9/11 terrorist attacks.

        Technology also sped up the process of collecting secret information. In particular, the Kennan satellite provided real-time intelligence. Satellites and fiberoptic cables also increased the speed of acquiring signals or communication intelligence. But, of course, along with the speed came a deluge of information.

        
          Technology gave the United States the ability to haul in an enormous amount of information. As a result, the intelligence community suffered from information overload.

        

        Although technology is not jailed or killed when discovered, technology is rarely divorced from humans. When Gary Powers’s U-2 spy plane was shot down, he was arrested and jailed. Conversely, US technical secrets were often betrayed by traitors like Robert Pelton. Even in a high-tech world, the human factor has remained crucial. Techno-spies and human spies work best when they are used together.

      
    
  
    
      
        6

        Espiocrats

      
      After the fall of the Berlin Wall in 1989, one of the most iconic images to appear in the media was of the miles and miles of files collected by the East German Ministry for State Security, the Stasi (see figure 5). The media reported that the Stasi kept 69 miles of files on its own citizens. Less well known is the fact that these files also contained reams of bureaucratic material about foreign intelligence.

      
        [image: ]

        
          Figure 5 Stasi files.

        
      
      Aside from historians, researchers who have access to leaked or declassified material, and intelligence professionals themselves, most people do not rummage around in such paperwork. If they did, they would find is an enormous cache of index cards, agent files, reports, organizational charts, and a bewildering number of acronyms. The Stasi was not unique in its collection of large amounts of information and its use of an extensive bureaucracy to carry out its espionage and domestic spying goals. Ever since the beginning of the twentieth century, with the birth of large and modern intelligence institutions, the glamorous world of the lone, romantic spy was traded in for the spy controlled by government headquarters, the nerve center of the spy bureaucracy.

      Previous chapters have explored the image of the spy in fact and fiction as well as the role of techno-spies. The spy as a human being lived in a world of betrayal and loyalty, deceit and bravery, where boundaries between good and evil blurred, all in the quest for secrets and where the spy might be motivated by money, adventure, love, or revenge. By the late twentieth century, however, these spies were overshadowed by huge bureaucracies and technocrats who started to rule the roost in a burgeoning intelligence industry.1 Intelligence agencies grew from backroom shops with a couple hundred employees in the early twentieth century to globe-spanning octopuses like the US Intelligence Community (the IC) with its seventeen agencies occupying enormous buildings and employing millions of people with various levels of security clearance.

      The burgeoning spy bureaucracy of the Cold War era led spy novelist John Le Carré to coin the word “espiocrat”—a professional spy and member of an espionage bureaucracy. In Russia House (1989), Le Carré describes Clive as “a technology man, not at ease with live sources, a suburban espiocrat of the modern sort.”2 The bureaucrat at headquarters sat in front of a computer and commuted in from the suburbs while rarely meeting with the human sources run by case officers in the field. It was the agent running in the field that had been the really exciting part of spying. At home, analysts read data and compiled reports, technocrats sat in front of their computers, and paper pushers organized their inbox. If there are espiocrats, there must also be espiocracies, just as bureaucrats spawn bureaucracies.

      
        The File/the Dossier

        If we pull one of the files from the Stasi archives off the shelf, we come to the heart of the spy bureaucracy. Most bureaucracies run on files. Archives are filled with files from government agencies whether it is the Post Office, the Social Security Services, or the office of the President of the United States; some of those files may well remain secret. Files are stamped, sealed, signed out, passed on, and shuffled from department to department. Files are ultimately stored in an archive. Files are often destroyed to make space when they are deemed no longer needed for daily work. But the main difference between the files contained in an espiocracy and those contained in other government agencies is that the whole work of the bureaucracy is secret. Everything is born secret. Some secrets will never be released if they deal with the methods and source of spy agencies. Secrecy shrouds the agency itself.

        
          The spy as a human being lived in a world of betrayal and loyalty, deceit and bravery . . . By the late twentieth century, however, these spies were overshadowed by huge bureaucracies.

        

        This secrecy has led spy agencies like the CIA to develop an insular tribe akin to a secret cult. Victor Marchetti and John Marks found this “cult of intelligence” where the holy men are the “clandestine professionals” to be “powerful and dangerous.” Even William Colby, a former Director of Central Intelligence, characterized the group of intelligence professionals as huddled together socially and professionally in a “sealed fraternity.” They “ate together” at “favorite restaurants,” only partied among themselves, and the families “drifted” together. They lived double lives. All this led to “an inbred, distorted, elitist view of intelligence” wherein members were above the law and holier than the rest of the citizens. Senator J. William Fulbright put it succinctly when he said: “this secrecy . . . has become a god in this country, and those people who have secrets travel in a kind of fraternity . . . and they will not speak to anyone else.”3 That could be said for all the professionals who deal in secrets and work at spy agencies around the world.

      
      
        Birth of the Espiocracy

        But we are getting ahead of our story. Let’s turn back to the origins of the first civilian intelligence bureaucracy established in Britain in 1909. Once Britain had a Secret Service Bureau, all the major European countries wanted one too (America was a late bloomer, only founding the CIA in 1947). While Britain, and other European countries, had military organizations like the Admiralty and the War Office through which they could conduct espionage operations against enemies during wars, they did not yet have a professional civilian secret service focused only on foreign espionage and counter-intelligence until the early twentieth century. A major threat from abroad, however, stimulated the country to establish such a service.

        By the early twentieth century, Britain had achieved what Paul Kennedy has called “imperial overstretch.” Other countries started vying for global hegemony as Britain started losing its economic lead. The biggest threat was the economic and military powerhouse of imperial Germany that started to develop a strong navy, a challenge to Britain’s imperial naval power.4 Britain was scared stiff that Germany planned to invade the island nation.

        Stories spread that thousands of German spies were living in Britain ready to spring into action to support a naval invasion. These sensationalistic accounts spread through spy novels. William Le Queux was the spy novelist in chief when it came to documenting the dreaded invasion and the role of spies in it. In the introduction to his novel Spies of the Kaiser, Le Queux estimated that 5,000 agents of the German Secret Police were working in England. His book became an instant bestseller. A lot of people read it, even in government offices like MO 5, a war department for military intelligence.5

        Simultaneously, discussion began among government officials on a committee to establish a secret service that would not only protect against spies in Britain, but would combat German military threats and scout out information abroad with spies who would be a “screen” between the admiralty and the war office. It would be totally secret, and foreign countries would not be able to link the spies to military attachés or other official representatives of the war office. It was so secret that the recommendations were not circulated or printed to members. One copy was handed to the Director of Military Operations.6 This born secret aspect of the agency continues to this very day. There was never an open government in Britain when it came to spying, and British spy secrets are the hardest for historians or journalists to pry out of the archives or intelligence officials. The feared Official Secrets Act (established in 1889 in response to spy fever and anti-German sentiment leading to WW I, but updated in 1911) put a stop to leaks or disclosures of secret intelligence material.

        By the fall of 1910, the legendary spy chief, Commander Mansfield Cumming, known as “C” (for Chief), was named head of the overseas arm, then called MI1(c), of the new Secret Service Bureau. His colorful and eccentric behavior and life helped promote spy agencies as exciting places to work, not just boring bureaucracies. He wore a gold-rimmed monocle, wrote in green ink, and walked on a wooden peg leg after an accident lamed him. He had a habit of stabbing his wooden leg with a penknife during meetings to make his point.7 Meanwhile, Vernon Kell, although he was a linguist, unlike Cumming, had become head of the domestic side of the Bureau, MI5. The myth of the great spy chief who presided over these burgeoning spy agencies belied the fact that they were propped up by a huge bureaucratic machine run by committees or organized according to detailed organizational charts.

        If there is bureaucracy there must be Max Weber. Weber, of course, was the famed sociologist who advocated bureaucracy as the best way to organize human activity to maximize efficiency and to create order. When the Secret Intelligence Service (MI1 (c)) was founded, it certainly followed the Weberian principles of an ideal bureaucracy from hierarchy, division of labor, and rules to “a permanent system of written records or ‘files.’” But imposing such a rigid system did create problems for SIS managers who were “forced to improvise.” Even with some improvisation, the quip went around that the story of British WW II intelligence history was “written by a committee, about a committee, and for a committee.”8 Despite this characterization, MI 6 is considered to be the least bureaucratic of spy agencies. The CIA and the US intelligence community in general are considered to be the most bureaucratic in the spy world.

        
          No bureaucratic pill will cure the CIA.

        

      
      
        “No bureaucratic pill will cure” the CIA

        In 2008 I was invited by the curator of the CIA’s Historical Intelligence collection, Hayden Peake, to give a lecture at CIA Headquarters on the topic of a book I had just written on the Stasi’s foreign intelligence arm and technology. Of course, I jumped at the chance to visit the mysterious agency located in Langley, Virginia. I wondered how it was different from the other governmental agencies in, or spread around, the country’s capitol. The first difference was that the Agency was not easily accessible by public transportation; Hayden picked me up from downtown DC and drove us to Mclean, Virginia. On the highway, the sign at the exit for the CIA read: George Bush Intelligence Center/CIA (up until 1972 it read Bureau of Public Roads, but it was an open secret what was really off that exit). After exiting, we followed a winding road with leafy trees to the entrance of a 258-acre campus housing the CIA. I had to get a security background check before the visit, and I handed my passport to an official at the guardhouse. The gate opened and we drove toward the entrance of the old Headquarters building. When we left the car, we left our cell phones behind because they are not allowed in the building. The first image most visitors see as they enter the glass doors to the lobby is an enormous CIA seal on the floor featured in films about the CIA. Like most visitors I was also shown the famous stars carved into the marble walls for men and women who died in the line of duty for the CIA. And next to those the verse from the bible: “And ye shall know the truth and the truth shall make you free” (John 8:32). History is not forgotten in the lobby: the life-size statue of William “Wild Bill” J. Donovan, from the OSS, peers down at you next to a bas-relief of Allen Dulles, who directed the CIA for nine years in the early stages.

        I was given a color-coded visitor badge to hang around my neck, making it clear I was not an employee with security clearance (“Escort Required”). As we entered the turnstile entrance to the building, I placed my belongings in a plastic tray and passed through an X-ray machine, as is done in all federal government buildings. I was on high alert to observe this secret world in the hallways and atriums, but it was remarkably ordinary. There was even a gift shop and coffee shop (“Stealthy Starbucks” arrived later and is reportedly the busiest Starbucks in the country because the compound is a secure island unto itself without easy access to nearby coffee shops). Except for the color-coded security badges hanging from the neck of employees, it could have been a 1960s hallway at a university. And the auditorium and bathrooms were also old and not updated. The whole facility had a government-issued stamp feel to it, which shouldn’t be surprising as the old headquarters was built in 1963. The outside of the building also has a government issue air about it with its low-rise concrete structure and small narrow windows. The only departure from the drab institutional style was the intimate Director’s Dining Room on the seventh floor where we had lunch. It resembled the private Cosmos Club in DC with its wood paneling, carpeting, and view of the treetops over the Potomac River.

        When the CIA was created as part of the National Security Act of 1947, it was established within a governmental framework, but like all spy agencies, it and its predecessors—the OSS during World War II and the Central Intelligence Group—were not the enormous bureaucracies the CIA became as it grew into middle age during the height of the Cold War.

        The CIA chronicler John Ranelagh writes that when the CIA was founded, it “took shape as a ‘non-bureaucracy,’” in part because of the legacy of the swashbuckling freewheeling World War II Office of Strategic Services (OSS) when agents parachuted into foreign countries free of calcified bureaucracies. The same strategy could be used to cultivate “relationships with opposition leaders, revolutionaries, and guerillas” during the Cold War to practice covert action. During the early years, the CIA did not have a lot of “bureaucratic baggage” like the established State Department. Without the weight of traditional “status quo” the institution could develop a new airplane or foreign policy by taking a “innovative, nontraditional approach.” It was still a flexible institution.9 For example, the CIA developed the innovative U-2 spy plane quickly and unencumbered by years of bureaucratic red tape.

        Even though the agency started off less bureaucratic than older government institutions, by the 1950s bureaucratic battles and rivalries developed between the CIA and the FBI, and the CIA and the Air Force, and by the 1960s all the other three letter entities of the burgeoning intelligence community such as the NRO (National Reconnaissance Office) and the NSA (National Security Agency). By 2020, there were seventeen institutions in the American intelligence community, all competing for slices of the military and intelligence budget pie.

        It did not take long for the CIA to become an established bureaucracy with all the accoutrements of a sclerotic body despite attempts to stay “agile,” a common slogan used by intelligence leaders at a time when the bureaucracies were anything but agile. The mature intelligence bureaucracies included rigid hierarchies, a long list of deputy directors, detailed organizational charts, endless reports, piles of paperwork, accountability agencies, a building full of lawyers, constructing enormous new buildings, and hiring an overabundance of security-cleared people to work for new spy agencies.

        By the early 1960s, the CIA had already become an enormous spy machine ingesting more than it could digest. In 1966, the CIA’s Inspector General, John “Jack” S. Earman Jr., a thin-faced Virginian, scolded the Agency because of its omnivorous and indiscriminate appetite for information. He accused it of collecting more than it could use, and far more than the government needed. Because the agency did not collect the right kind of information it flooded the system with secondary material; a flood that required more and more warehouses for more and more tapes and films. Earman accused the CIA of being information gluttons who had an “insatiable appetite” and that this was the cause of the information explosion. He thought “a hundred bureaucratic pills to relieve the Agency’s chronic indigestion” would not cure it. He advised the gluttonous CIA to “stop trying to cover the whole world comprehensively and superficially.”10 The problem was that the “bureaucratic pills” usually used to solve such problems included hiring more people, throwing more money at it, and creating new bureaucracies.

        The most stunning example of an unnecessary “bureaucratic pill” was the creation of the Office of the Director of National Intelligence (DNI) in the aftermath of 9/11. The justification for this step was to reform intelligence given that the CIA no longer served the function of coordinating all intelligence activities in a central way; planners thought the bits and pieces of information that could have led to the thwarting of the terrorist attack were not put together. Instead of reform, the DNI became a “huge, lumbering, and bloated bureaucracy” that included a “principal deputy director, four deputy directors, three associate directors” and a stunning “19 assistant deputy directors.”11

        Earman’s Inspector General report was internal, not public. There was some oversight outside the agency in committees advising the president, but oversight and accountability efforts did not have teeth until the formation of the Church Committee, a US Senate Select Committee, in 1975. The Church Committee was charged with investigating abuses by several federal agencies including the CIA, the National Security Agency (NSA), and the FBI. The investigation was prompted by a series of disturbing revelations in the press about covert action, CIA assassinations of foreign leaders, and spying on US citizens, most notably by investigative reporter Seymour Hersh in the New York Times.

        For the first time, Americans were provided with an inside look into super-secret spy agencies. The picture was not a rosy one. At the very public Church Committee hearings, the CIA came across as an immoral and corrupt agency that took the law into its own hands under the cloak of secrecy supported by an enormous bureaucracy held up by paper pushers and populated by mad scientists administering LSD to unsuspecting subjects. The results of the hearings were compiled in a series of reports that offered the first in-depth look into the nation’s secrets. Ever since then, the CIA and other agencies have been subject to oversight by the Senate Select Committee on Intelligence and the House Committee on Intelligence. But by the time of the Snowden revelations in 2013, they too had become an entrenched part of the lumbering espiocracy. This time it took a whistleblower to reveal secrets such as the fact that the NSA was spying on Americans’ internal communications.

        By the 1990s, the previous young bureaucracy started to show its age. The CIA was no longer able to offer innovative scientific solutions because of the paperwork attached to a federal bureaucracy. To solve this problem, the CIA created In-Q-Tel, a government-funded nonprofit venture capital company that invested in high-tech start-up companies that would provide innovative solutions to US intelligence, especially in information technology.

        The CIA was not the only espiocracy to outsource its work. The NSA had a similar problem. Sclerotic bureaucratic spy agencies were no longer able to innovate as they did in their early years when the bureaucracy was minimal and innovation high. Michael V. Hayden, who was the Director of the National Security Agency (DNSA) from 1999 to 2005, came to the NSA at a time when it lacked an up-to-date IT infrastructure. The bureaucratic red tape had rendered the NSA’s computer system obsolete, slow, and outdated. Soon after he arrived at the agency, a large part of the NSA network crashed and was down for a few days. His solution was to bring in outside contractors to introduce innovative IT systems.12

      
      
        KGB/East Bloc

        The CIA was not the only lumbering bureaucracy in the international intelligence firmament. Files from the KGB and intelligence agencies from the other East Bloc countries, such as the foreign arm of the Stasi, allow us to peer into their bureaucratic systems as well.

        Interestingly, a visitor to the new headquarters of the KGB’s First Chief Directorate (FCD) responsible for foreign intelligence and espionage—the spies—in Yasenevo would see some striking external similarities to the CIA headquarters. Built in 1972, the KGB’s foreign intelligence arm moved from the dreaded downtown Moscow headquarters in the Lubyanka to Yasenevo, a wooded area about twelve miles southeast of Moscow, a little outside the outer ring road. KGB insiders call it the “Russian Langley”; others called it “The Woods.” The façade of the building is similar too. But the Yasenevo complex is even more of a city in a city: in addition to a coffee shop, assembly hall, and library it features a “polyclinic, sports complex and swimming pool.”13 In 2022, the CIA unveiled its new sports complex at the Langley campus.14

        One major difference between the East Bloc agencies and the CIA is that they had absolutely no oversight and combined internal security/secret police work with foreign intelligence. Most of them were top-down organizations taking orders from the Party. Some historians argue that the Stasi was a state in a state and that the KGB became its own fiefdom dangerous to the state instead of supporting it.

        In 1972, KGB archivist Vasili Mitrokhin was assigned to oversee the transfer of some 300,000 foreign intelligence KGB files from the old KGB Moscow headquarters at the Lubyanka to their new building in Yasenevo. He took this rare opportunity to take extensive notes on the files to compile his own private archive on the KGB’s foreign intelligence operations. His routine was to take notes on the files in tiny handwriting on scraps of paper which he crumpled and threw into the trash can during the day. Every evening he would remove the notes from the wastebasket and smuggle them out of Yasenevo hidden in his shoes. After he became more confident that the security guards only checked briefcases and bags, he started taking notes on regular-sized office paper and placed these papers in his pants and jacket pockets. At night he hid the notes under his mattress. On the weekend he would drive to his dacha outside of Moscow and type up his notes, placing them in milk cans buried under the dacha. By the time the Berlin Wall fell in 1989, Mitrokhin had assembled a massive archive documenting the foreign intelligence’s arm operations against its main adversaries, first and foremost the United States, but also in Third World countries. He then began to wait for an opportunity to smuggle the archive out of the Soviet Union. That moment came a few years later with the disintegration of the Soviet Union in 1991. The FCD became the SVR, a foreign intelligence service of the Russian Federation separate from internal security. Mitrokhin contacted officials at the British Embassy. By 1992, Mitrokhin, his family, and his archive were exfiltrated to Britain. Once this extraordinary archive reached the West, historians were able to reveal the inner workings of the FCD, add to the stories about famous spies like the Magnificent Five, and reveal the new sources the KGB had in the West such as Melita Norwood, considered by historian Christopher Andrew to be the most important British woman agent in KGB history because she passed on important atomic secrets.15

        Around the same time that the Mitrokhin archive was smuggled out of Russia in 1992, an East Bloc officer sold a briefcase full of microfilms containing the Stasi’s foreign intelligence agency’s (the HVA) agent files to the CIA. Although the miles of “banal neighborly betrayals” filled up shelf upon shelf of storage space at Stasi headquarters after the Berlin Wall fell, the foreign intelligence arm was legally allowed to destroy their files with the justification that every country has a foreign intelligence agency. Leaders wanted to protect their agents’ identities so they would not be caught and prosecuted. Gone were the juicy agent files documenting the recruitment, running, and bureaucratic details (finances, etc.) of handling an agent, gone were the intelligence officer’s personnel files, gone were the yearly plans and other accoutrements of a socialist spy agency. What remained were the bureaucratic bones of a spy agency’s files: index cards and statistical sheets revealing the names and codenames of all the HVA’s secret agents—exactly the type of information needed to catch and prosecute the spies.

        As part of its bureaucratic system, the HVA maintained two sets of index cards on unofficial staff members and agents: one card, labeled F 16, contains their real name, birthdate, address, registration number, department that ran the agent, and where they worked and studied. The other card, labeled F 22, simply lists their code name, registration number, the name of the case officers who recruited and ran the agent, and the number of files on the agent. One has to view the cards together to attach a code name to a real name. Yet another document—the agent data sheet—further helps to reveal the agent’s identity but also includes information on how they were recruited, their motivation, their profession, the type of agent they were, the communication methods used, and where they worked.16 The secret world was wrapped in a heavy cloak of Prussian bureaucracy.

        The prized agent at the HVA was an object source—someone who actually worked at an institution of interest who could acquire important material. But the HVA also had a surprisingly bloated human intelligence network that supported the agent. There were almost as many support and back-up staff as there were object and information sources. The support staff included recruiters, instructors, residents, couriers, helpers, security staff, and a handful of people who offered cover addresses and safe houses. The enormous back-up staff quietly helped recruit, run, and handle agents as part of a vast web of the East Bloc human intelligence gathering and communicating with headquarters. The resident was not as important because East Germany had no embassies in the West until 1972. All these staff members were also catalogued in F 16 and F 22 cards.

        The CIA, like the KGB and Stasi, created detailed organizational charts outlining how they ran their spy agencies. For outsiders, these charts provide a glimpse into the topics and leaders of various agencies. The CIA created the Directorate of Operations responsible for the human collection of information as early as 1951, and three more directorates for Intelligence Analysis, Science and Technology, and Administration followed. Catching up with the times, in 2015, the CIA created a new directorate for the first time in forty years: the Directorate for Digital Innovation. Each of these five directorates has a deputy director who is subordinate to the Director of Central Intelligence. Along with a dizzying number of sub-department heads, by 2009 there were about 150 lawyers at the CIA of about 22,000 employees.17

        The CIA’s budget as of 2013 was $14.7 billion and took up about 28% of the whole national security budget of $52.8 billion, with the NSA following on its heels at $10.8 billion a year.18

        Unlike the CIA and American intelligence in general, the KGB and the Stasi housed their foreign intelligence and internal security/secret police under one main umbrella organization, the Ministry of State Security. However, in the case of the Stasi, foreign intelligence (HVA) and internal security (initially HVB) had their own directorates. The Stasi’s Main Directorate for Reconnaissance (HVA) consisted of twenty-one departments, of which four belonged to the all-important Sector for Science and Technology. The HVA also had a dizzying array of deputy directors and sub-department heads.

      
      
        Conclusion

        Espionage is clearly a very human endeavor. It has been woven into our lives since time immemorial. The motivations for spying, such as money, ideology, compromise, and ego, or the themes of espionage like betrayal, are part of human nature. Therefore, spying is unlikely to disappear. What has changed since earlier times, is, of course, the institutionalization of espionage in enormous spy bureaucracies. In the aftermath of the terrorist attacks of 9/11, the US espiocracy grew to an unimaginable size. Millions of dollars were poured into new buildings, and millions of people were given security clearance to create a super-sized governmental intelligence apparatus. Perhaps the most stunning example of a super-sized governmental intelligence agency is that of the lesser-known National Geospatial Intelligence Agency, the NGA. By 2011, the Agency had built the third largest building in the Washington, DC area following the Pentagon and the Ronald Reagan building, called NGA-East. They also just completed another enormous building in St. Louis, Missouri, NGA-West. More than 14,000 people work at NGA-East, and the NGA’s budget was at least $4.9 billion in 2013.

        The central question to ask is this: has the proliferation and expansion of intelligence agencies helped to protect national security? Is the investment worth the return? When we looked into the past, we certainly found that espionage provided foreknowledge for military leaders and helped them win battles or shorten wars. But espionage was conducted on a much smaller scale before the Cold War. It was used primarily in times of war, not peace. In America, the so-called Global War on Terror spawned an espiocracy and manpower on an unimaginable scale. Yet, there is very little to show for it. Why invest so much time, energy, and money in a game with a very small success rate? One of the central questions to consider in future studies is whether the investment is worth the return, either financially or in terms of manpower hours and material. How can we shrink the size of institutionalized intelligence? Does diplomacy work as well or better? Although America might be unique in the size of its intelligence apparatus, all spy agencies were seduced by the potential of secrets to solve problems and became caught up in a spy game obsessed with bureaucratic secrecy.

      
    
  
    
      
        Glossary

      
      
        Agent

        A person who collects information for an intelligence agency or company

        Asset

        A term used to denote an agent, usually used by the US Central Intelligence Agency (CIA) and other US intelligence agencies.

        Bona fides

        An attempt for a double agent or defector to convince the agency to which he or she is defecting that the agent is genuine and not part of a deception operation.

        Brush pass

        A quick passing of information or spy paraphernalia between an agent and case officer, usually in a busy place.

        Case officer

        An employee of an intelligence agency who recruits and runs agents and conducts operations.

        Chicken-feed

        Low-level information passed on by an agent or officer of an intelligence agency to an enemy intelligence agency to establish their bona fides.

        CIA

        Central Intelligence Agency, a US foreign espionage service.

        Cipher

        A way to disguise messages by substituting letters with other letters or numbers.

        Code

        A way to disguise a message by substituting whole words with other groups of letters or numbers.

        COMINT

        Communications Intelligence, collecting from intercepted communications.

        Concealment devices or containers

        Hiding places for spy gear, either to store or to transport.

        Counter-espionage

        Spy-Catching.

        Counter-intelligence

        Spy-Catching or other ways to prevent a foreign intelligence agency from penetrating one’s own service.

        CovCom

        Covert communications.

        Cover story

        A fake occupation and name of an agent usually plausible given the agent’s real occupation and location.

        Covert action

        An attempt by a government to influence foreign affairs by manipulating elections or assassinations, for example.

        Cryptology

        The science of codes and ciphers.

        Cut-out

        Usually an agent who acts as an intermediary between a case officer and an agent so that there is not direct contact between the two.

        Dangle

        An officer of one national espionage agency who contacts another national agency in the hopes of being recruited to really work for the home agency.

        Dead drop

        A secret place where spy materials, usually in a concealment, can be left for pickup by an agent or case officer.

        Defector

        An officer who defects to another country’s intelligence service and offers information. The defector may either stay in place or request asylum in the host country.

        Double agent

        A spy who pretends to work for both sides, but is usually only working for one and passing on low-level information, or chicken-feed to the agency for which the spy is not working.

        ELINT

        Electronic information, usually obtained by intercepting radar or radio signals.

        Espiocrats

        A term coined by John Le Carré to describe spy bureaucrats.

        Espionage

        Spying, or stealing secrets of another country or company.

        Führungsoffiziere

        German word for case officer, adding the connotation of someone being led (Führung = leading).

        GRU

        Soviet Military Intelligence Agency.

        Handler

        Another word for case officer, one who handles agents.

        Honeytrap

        Using a man or a woman to trap a foreign person into divulging secrets by using sex.

        HUMINT

        Human intelligence gathering, using secret agents or spies.

        Illegal

        Usually a Soviet or Russian agent who has moved to a foreign country without diplomatic immunity protection from an embassy. Such agents usually assume new identities.

        Intelligence cycle

        US intelligence has developed a five-stage process of intelligence gathering and analysis: planning, collection, processing, analysis, and dissemination.

        Intelligence officer

        An intelligence officer may either work at an espionage headquarters or be a case officer recruiting and running agents.

        KGB

        The Soviet Union’s foreign intelligence agency during the Cold War.

        Kundschafter

        Scout. German word for describing an agent.

        Legend

        An agent’s made-up biography supported with official documentation.

        L-Pill

        A “lethal” cyanide pill provided to agents should they choose to get out of a messy situation permanently by suicide.

        MICE

        Acronym for money, ideology, compromise, and ego, said to be four motivations for spying.

        MI-5

        The British domestic counter-intelligence service.

        MI-6

        The British foreign intelligence service.

        Microdots

        Photographic reduction of a message so small it can be hidden under a period at the end of a sentence.

        Minox camera

        A commercially available subminiature camera popular during the Cold War, produced by the Minox company, a manufacturer of cameras.

        Mole

        An agent who burrows himself or herself deep into another country’s intelligence agency. The term is said to have been coined by the spy novelist John Le Carré.

        NSA

        The US National Security Agency, responsible for communications and signals intelligence.

        One-time pad (OTP)

        A sheet of paper listing five-number group ciphers to be used to encode and decode secret messages, only to be used once, hence theoretically unbreakable.

        OTS

        The Office of Technical Services at the CIA.

        Romeo

        A male agent used by the East German intelligence agency to seduce women with access to secrets.

        SIGINT

        Signals intelligence.

        Sleeper

        A person living in a foreign country who is activated by an intelligence service when needed or in time of war or emergency.

        Spy

        A colloquial term for an agent; like agents, they usually have access to, or steal, secret information.

        Spymaster

        A spy leader; someone who has distinguished himself or herself as an extraordinary spy to be anointed spy master.

        SRAC

        Short-range agent communications developed by the CIA.

        Stasi

        The colloquial term for the East German Ministry for State Security.

        Steganography

        Secret writing that conceals the very existence of a message, like invisible ink or hidden writing, unlike cryptology which disguises the letters or words.

        Swallow

        A woman used to seduce men to convince them to spy or to blackmail them.

        TECHINT

        Technical intelligence.

        Tradecraft

        Intelligence agency methods developed to carry out espionage.

        U-2

        Utility plane 2, a famous spy plane developed by Kelly Johnson at Lockheed Company, also known as Skunk Works.

        Walk-in

        A person, usually a defector, who walks into an official government office like an embassy, to offer to spy for the other side.

        Wet job

        The KGB euphemism for assassination. It is called wet because blood is often shed although the KGB often uses poison for assassinations.
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